CornaweHue 06 ob6paboTke
nepcoHarnbHbIX AaHHbIX
npu 3aKn4YeHnn goroBopa NpucoeguHeHus

K O6wum Ycnosusim CoTpypgHuyecTBal

3akasuuk (kak onpegeneHo B OYC) wm [lMoctaBLumk
(kak  onpepgeneHo B oYQC) (banee -
«AcnonHuTtenb»),

UMeHyeMble BMecTe B AarnbHelweMm « CTOPOHbI», a

no otgenbHocTM — «CTOpOHay, 3akmunnu

HacTosilee CornawleHve (aanee — «CornaweHue»)

0 HMXecneayLwem:

1. Ecrmm B uenax obecneyeHuss WCMOSHEHMWS
ycroeu [JoroBopa [lpucoeguHeHnst 3akasumk
nopy4aet VcnonHutento obpaboTky
nepcoHanbHbIX  [aHHbIX, MPeaoCcTaBNAeMbIX
3akasymkom WcnonHutento (banee -
«lMepcoHanbHbIe AaHHbIE»), K OTHOLUEHUSM
CtopoH OyaoyT nNpUMEHATbLCA  MONOXEHUSA
Cornawenunsi, ecnm CTOPOHbI HE LOrOBOPSTCA
06 nHoMm.

2. Ob6pabotka WcnonHutenem [lepcoHanbHbIX
AaHHbIX B UHbIX LENsX He JonycKaeTcs.

3. CTopoHbl 006s3ytoTca cobniogaTte NpUHUMNGLL U
npasuna obpaboTkn nepcoHanbHbIX AaHHbIX,
NnpeaycMOTpEeHHbIE denepanbHbIM
3akoHogaTenbcTBOM Poccuickon ®epepaunn.

4. CTOpoHbl npusHatT, 4To [lepcoHanbHble
JaHHblE ABMAOTCA KOHGMAEHUMaNbHOM
WHopmaumen, CTOpOHbI 065a3ytoTCA
He pacKpblBaTb TPETHUM niuam n
He pacnpocTpaHaTb [lepcoHanbHble AaHHble
6e3 cornacus cybbekTa nepcoHanbHbIX
OaHHbIX, €CNM  MHOe He npegycMOTPEHO
degepanbHbIM 3aKOHOM.

5. WcnonHuTtenb 00A3yeTcs HW NpU  KaKKX
06CTOATENBCTBAX HE UCMONB30BaTh, HE XPaHUTb
B COOCTBEHHbIX LiENsiX, HE pacnpoCTPaHATb U
He nepefaBaTtb TpeTbUM Nuuam lNMepcoHanbHble
AaHHble. WcnonHutens o6si3aH  cobniogatb
PEeXUM CEeKpeTHOCTM (KOHMAEHUNanbHOCTH) U

BesonacHocTn  [lepcoHanbHbIX  AaHHbIX U
BbIMONMHATb TpGﬁOBaHI/Iﬂ K 3auunTte
|_|epCOHaJ'IbeIX AaHHbIX B COOTBETCTBUMN C
OEenCTBYOLLNM 3aKoHO4aTeNIbCTBOM

Poccuickon degepaumm.
6. O6paboTka nepcoHanbHbIX AaHHbIX CyOHLEKTOB,

ocywectensiemass  McrnonHutenem,  MoXeT
BKNtoyatb: cbop, 3anucb, cucTemMaTmsauumio,
HakonneHue, XpaHeHwue, YTOYHEHUNE
(o6HoBMEHNE, N3MeHeHwue), N3BneYeHue,
ucnonb3oBaHve, nepegady (npegocTaBreHuve,
poctyn), obesnunuuBaHue,  BGnokMpoBaHue,
yAaneHue, YHUYTOXEHne nepcoHarnbHbIX

Data Processing Agreement
when entering into an Accession Contract

to the General Terms and Conditions?

The Client (as defined in the GTC) and Supplier (as
defined in the GTC) (the “Contractor”),

hereinafter collectively referred to as the "Parties”

and individually as the "Party," have entered into this

Contract (hereinafter referred to as the "Contract")

as follows:

1. If, in order to ensure the fulfillment of the terms
of the Accession Contract, the Client entrusts the
Contractor with the processing of personal data
provided by the Client to the Contractor
(hereinafter referred to as the "Personal Data"),
the provisions of the Contract will apply to the
relations of the Parties, unless the Parties agree
otherwise.

2. Processing of Personal Data by the Contractor
for other purposes is not allowed.

3. The Parties shall meet the principles and rules of
personal data processing provided for by the
federal legislation of the Russian Federation.

4. The Parties acknowledge that the Personal Data
are confidential information, the Parties shall not
disclose the Personal Data to any third parties
and shall not disseminate the Personal Data
without the consent of the personal data subject,
unless otherwise provided for in the federal law.

5. Under no circumstances shall the Contractor
use, store for its own purposes, distribute or
transfer to third parties Personal Data.
The Contractor shall observe the secrecy
(confidentiality) and security of Personal Data
and comply with the requirements for the
protection of Personal Data in accordance with
the applicable laws of the Russian Federation.

6. Processing of personal data of the subjects
carried out by the Contractor may include:
collection, recording, systematization,
accumulation, storage, clarification (update,
change), extraction, use, transfer (provision,
access), depersonalization, blocking, deletion,
destruction of personal data. Personal data may
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AaHHbIX. Ob6paboTka [lepcoHanbHbIX AaHHbIX
MOXET OCYLLeCTBAATbLCA VIcnonHutenem kak c
npUMeHeHNeM CpeacTB aBToMaTU3auuW, Tak U
©e3 TaKkoBbIX.

McnonHutenb rapaHTMpyeT, 4YTO NPUHUMaET
HeoOXoAMMble W [OOCTaTOYHble MpaBOBbIE,
OpraHn3auMoHHbIE W TEeXHUYEecKne mepbl Ansi
3aWmThl lMepcoHanbHbIX AaHHbIX oT
HEMpaBOMEPHOro MMM CNy4YanHoro Aoctyna K
HUM, YHUYTOXEHMS, UBMEHEHUS, BNTOKMpOBaHuUs,
KOMUpOBaHMs, npenocTaBneHus,
pacnpocTpaHeHnsi U UHbIX HenpaBOMEPHbIX
OencTBMA B OTHOweHun  [lepcoHanbHbIX
OaHHbIX. WcnonHntenb CaMOCTOATENbHO
onpegensieT coctaB, W nNepevyeHb Mep,
HeobXoa4MMbIX U AOCTATOYHbIX ANS BbINOMHEHUS
TpeboBaHui k 3awwmte [NepcoHanbHbIX OaHHbIX,

WCMNOSHEHne KOTOpbIX obecneunBaet
ycTaHoBrneHHble [NpaButensctBoMm Poccunckon
Pepepaumm YPOBHU 3aLUNLLEHHOCTH
MepcoHanbHbIX [aHHbIX B 3aBUCUMOCTUM OT
yrpos 6esonacHocTn aTUX OaHHbIX,
onpeaeneHHbIX WcnonHutenem npwm
BbINOMHEHNN CBOUX 065A3aTenscTB no [Jorosopy
MpucoeanHeHus.

Wcnonnutens obsasyeTcs npekpaTuTb

06paboTky [lepcoHanbHbIX OaHHbIX B cryvyae
AOCTWXKEHNA uenen obpaboTkn U YHUYTOXUTL

nepCOHaﬂbele OaHHble B CBOUX
VIH(*)OpMaLI,I/IOHHbIX cucremMmax n Ha
MaTtepuarnbHbIX HOCUTENAX. Mocne
YHUYTOXEHNA nepCOHaJ'IbeIX OaHHbIX

McnonHutenb o6s3aH B NMCbMeHHoON ¢opme
noAaTBepAnTb 3akasunky B TeyeHne 3 paboumx
AHen akT 3aBepleHus obpaboTkm wm
YHUYTOXEHUS NepcoHanbHbIX AaHHbIX.

B cny4ae nonyyeHus 3akasunkom nHpopmaLmm
06 obpaboTtke VcnonHutenem [lepcoHanbHbIX
AaHHbIX c HapyLleHvem TpeboBaHui,
YCTaHOBMEHHbIX 3aKoHO4aTEeNbCTBOM
Poccuinckon depepaumu, McnonHutenb
06s3yeTCA BbINONHUTb OencTBus no
YCTPaAHEHUIO  YKa3aHHbIX  HapylleHu# B
COOTBETCTBMM C TpeboBaHuAMK 3akas34yvka n B
YCTaHOBIEHHbIA 3aKa3ynkoM CPOK.

B cnyyae nonyyeHus VicnonHutenem 3anpoca
OT YMOSTHOMOYEHHOro opraHa Mo 3alwuTe npas
CybbeKTOB nepcoHanbHbIX AaHHbIX B Npeaenax
ero komneTeHumm o [lepcoHanbHbIX AaHHbIX,
AOCTYM K KOTOPbIM MONyYeH VicnonHutenem npu
NCMOJTHEHUN CBOMX 065s3aTenscTB no [JoroBopy

MpucoeanHeHus, Wcnonnutens 0653aH
He3amMeanuUTEeNbHO  yBeAOMWUTb 00  3TOM
3akasuuka.

B cny4yae oTt3biBa cornacusi Cyobekra 3akasumk
obs3yeTcs Hemea eHHO yBEeAOMUTb
WcnonHutens.

McnonHutenbs HeceT OTBETCTBEHHOCTb nepe,u,
3aKka3ynMkomMm 3a WUcCnonHeHne o00A3aTenbCTs,

BO3JTOKEHHbIX Ha Hero HaCTOSALLMM
CornaweHnem. B cnyyae  HapyweHus
WcnonHutenem yCcrnoBum CornawweHus,

3akasumk unmeet npaBo B OAHOCTOPOHHEM
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be processed by the Contractor with or without
use of any automation means.

The Contractor guarantees that it will take the
necessary and sufficient legal, organizational,
and technical measures to protect the Personal
Data from unauthorized or unauthorized access,
destruction, alteration, blocking, distribution, and
other illegal actions. The  Contractor
independently determines the composition and
the list of measures necessary and sufficient to
meet the requirements for the protection of
Personal Data, the implementation of which
ensures the levels of protection of Personal Data
established by the Government of the Russian
Federation, depending on the threats to the
security of these data determined by the
Contractor when fulfilling its obligations under
the Accession Contract.

The Contractor undertakes to stop processing
the Personal Data in the event that the purposes
of processing are achieved and to destroy the
Personal Data in its information systems and on
tangible media. After the destruction of the
Personal Data, the Contractor shall send a
written confirmation on completion of the
processing and destruction of the Personal Data
to the Client within 3 business days.

If the Client receives information about the
processing of Personal Data by the Contractor in
violation of the requirements established by the
legislation of the Russian Federation,
the Contractor undertakes to take actions to
eliminate these violations in accordance with the
requirements of the Client and within the period
established by the Client.

If the Contractor receives a request from the
authorized body for the protection of the rights of
personal data subjects within its competence
about Personal Data access to which is obtained
by the Contractor in the performance of its
obligations under the Accession Contract,
the Contractor shall immediately notify the Client
thereof.

In case of withdrawal of the Subject's consent,
the Client undertakes to immediately notify the
Contractor.

The Contractor shall be liable to the Client for the
performance of its obligations hereunder. If the
Contractor violates the terms of the Contract,
the Client may repudiate the Accession Contract
without recourse to court action by sending a
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BHecyaebHoM
NCMONHEHNs

nopsigke  oTkasaTbCd  OT
[oroBopa MpucoeanHeHus,
HanpaBuB MNWCbMEHHOE  yBeAOMIIEHWEe 3a
10 aHen no npegnonaraemomn nathbl
pacTtopxeHusi [loroBopa NpucoegmHeHuns.

B cnyvae HapyLleHus Wcnonnutenem
CornaweHus, Wcnonuutens 06sa3yeTcs
BO3MECTUTb 3akas34ymKy Mo €ero nUCbMEHHOMY
TpeboBaHMIO JOKYMEHTAlNbHO NOATBEPKAEHHbIE
ybbITKW, MOHECEHHbIE 3aKa3ynkoM B pesyrnbTaTe
TaKoro HapyLleHusl.

CornaweHue BCTynaet B cury B JaTy ero
nognucaHns obeumm CTopoHamum u JeNCTBYeET B
TeyeHne Cpoka nencTeuns [oroeopa
MpucoeanHeHus. MonoxeHus nyHkta 13
CornalwleHnsa OencTBYIOT Mnocne npekpalleHus
aewncteua Jorosopa NpucoeguHeHus.
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14,

written notice 10 days prior to the proposed
termination date of the Accession Contract.

In case of violation by the Contractor of the
Contract, the Contractor undertakes to
reimburse the Client at its written request for
documented losses incurred by the Client as a
result of such violation.

This Contract shall become effective as of the
date of its execution by both Parties and shall
remain in full force and effect during the term of
the Accession Contract. The provisions of
Clause 13 of the Contract shall survive the
termination of the Accession Contract.



