MEPBI I1O OBECIIEYEHHIO
NHPOPMAIIMOHHOU BE3OITACHOCTHU "
KAYECTBA

INFORMATION SECURITY AND QUALITY
ASSURANCE MEASURES

Mepsl o obecrnieyeHno HHPOPMALMOHHON 0€30MacHOCTH
¥ KadecTBa, MEPEUNCICHHBIE B HACTOSIIEM TOKYMEHTE,
SIBIITIOTC MUHUMAaJTbHBIMH MEpaMH, KOTOpBIE CIEAyeT
MPUMEHSTh B 3aBUCHMOCTH OT XapakTepa, KOHTEKCTa U
oobema ycinyr (manee — «Mepbsl TO 00ecTeYeHHIO
nHGOpMANHOHHO  0€30MACHOCTH M  KadecTBay).
[ontBepxxkaenue takux mep CAHOO®OU (npu Hammuum)
ue oceoboxkaaeT [IOCTABIIIUKA ot ero o0s3aTensCcTB
[0 HACTOAIIEMY JOKYMEHTY W JIFOOOMY COTJIAIICHHUIO,
BKIIFOYasi JOTOBOP TPHUCOSAWHEHHUS, 3aKIIOYCHHOMY
MEXIY CAHOOU u ITOCTABIIIMKOM
(mamee — «Corsamenue») (B 3aBHCHMOCTH  OT
00CTOSITETILCTB).

[NOCTABIIMK o006s3yeTcst 3a CBOM CuYeT OOCCIICUHUTH
coOroieHne BCEX Mep o 00eCIIeUeHUIO
WH(GOPMAITHOHHON 0e30macHOCTH u Ka4yecTBa,
MEPEYHCIICHHBIX B HACTOSIIEM JJOKYMEHTE.

Ecnmu ITOCTABUIUK cuuraer, uro xakas-nudo Mepa 1o
obecniedyeHnto  MH(OOPMAIMOHHOW  0E30MMacHOCTH U
KavyecTBa HEIPUMEHUMa B CHIIy XapakTepa, KOHTEKCTa M
oobemMa Ychmyr, OH JIOJDKEH TIOATBEPIUTH  OTO
IIMCBbMCHHBIMHU JOKAa3aTCJIbCTBAMU.

TepMHUHBI, HCIIONB3yEeMBbIE B HACTOSIIEM JOKYMEHTE C
3ariaBHOW OYKBBI, HMMEIOT 3HA4YeHUs, YKa3aHHbIE B
CornamieHuy, eciii UHOE HE OIpPEJENICHO B HACTOALIEM
JIOKYMEHTE.

OIIPEAEJIEHUS

Adbdunuposannas (-bie) komnanus (-u) — B
3aBUCHMOCTH OT TOTO, YTO MPUMEHHUMO B OTHOIICHHH
CAHO®U wumn IIOCTABIIMKA, nobas KoMIaHHS,
KOTOpasi TpPsIMO WJIM KOCBEHHO  KOHTPOJIUPYETCS
kommanueit «Canopwn» (3aperucrpupoBanuoii B [lapmxe,
HomMep B TOoproBoMm peectpe: 395030 844) wm
[IOCTABILIMKOM wnmu HaxoguTCs TOJ €€ WIH €ro
OOIIMM KOHTPOJIEM.

[IpuMeHnMOE 3aKOHOAATEIBCTBO — BCE 3aKOHBI, MpaBUia
(BKJIIOYAs TMPUMEHHMBIA 3aKOH O 3allUTe JaHHbBIX),
MIPUMEHUMBIN KOJIEKC TTOBEIACHUS, TIOTUTHKA U JTUIICH3UH
PEryJSTOPHBIX OPraHoB, BKIIOYas, MOMHUMO MpPOYEro,
HOPMAaTHUBHbIC IMOJIOKEHUS U (WIJIH) KOJCKC ITOBEICHUS JISI
npeanpusaTuii  (apMaleBTUYECKOH POMBIILICHHOCTH,
3aKOH 00 oOecreYeHnr KOH(UICHIIMAIbHOCTH, TPYI0BOE
3aKOHOJIaTEIBCTBO, 3aKOHOJATEIBCTBO O 3aIUTE JaHHBIX,
mpaBmiia B 00NacTH  OXpaHbl  TPyda, TEXHUKH

The information security and quality assurance measures
listed in this document are the minimum measures to be
applied depending on the nature, context and scope of the
services (hereinafter referred to as "'Information Security
and Quality Assurance Measures'). Confirmation of
such measures by SANOFI, if any, shall not relieve the
SUPPLIER of its obligations hereunder or under any
agreement, including the accession contract, between
SANOFI and the SUPPLIER (hereinafter referred to as the
"Contract™) (as the case may be).

The SUPPLIER shall at its own cost ensure that all
Information Security and Quality Assurance Measures
listed in this document are complied with.

If the SUPPLIER considers that any Information Security
and Quality Assurance Measure is not applicable due to
the nature, context and scope of the Services, it shall
confirm this with written evidence.

Capitalized terms used herein will have the meanings
given to them in the Contract unless otherwise defined
herein.

DEFINITIONS

Affiliate(s): whichever is applicable to SANOFI or
SUPPLIER, any company that is directly or indirectly
controlled by Sanofi (registered in Paris, trade register
number: 395 030 844) or the SUPPLIER or is under its or
its common control.

Applicable Laws: all laws, regulations (including
applicable data protection law), applicable code of
conduct, policies and licenses of regulatory authorities,
including, without limitation, regulations and/or code of
conduct for the pharmaceutical industry, privacy law,
labor law, data protection law, health, safety and
environmental regulations in force during the term of the
Contract in the relevant territory, including any
amendments to any regulations relevant to the subject
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0e30IacHOCTH M OXpaHbl  OKpY)Kalolel  cpensl,
NEHCTBYIONTNE B TeUeHHE cpoka merictBus CormameHus
Ha COOTBETCTBYIOIIEH TEPPUTOPHUHM, BKIIOYas JIOOBIE
MOMPaBKH K JIOOBIM HOPMAaTHBHBIM aKTaM, HMEIOIINM
otHomieHne Kk mnpexnmery Cornamenus. Ilpumennmoe
3aKOHOZATEJIbCTBO BKJIFOYAET HaJJIeXkKAILY 0
1a00paToOpHyI0 TMPAKTHKY, HAIJISKAIIYI0 KIMHUYECKYIO
MPaKTUKY, HAIJICKAIIYIO OTPACIEBYIO MPAKTUKY | (MIIH)
HaJUISKAIIYI0 TPOU3BOJCTBeHHYIO NpakTuKy (GXP).

[lpuMeHMMBIH 3aKOH O 3alllUTe JaHHBIX — 3aKOHBI,
npaBWiIa W HOPMATUBHBIC TIOJNIOXKEHHUS O 3alluTe
NEPCOHANBHBIX  JAHHBIX, INPUMEHUMBIE B CTpaHe
yupexxnenuss KonTponepa naHHbIX. B wacTHocTH, Ha
mobyro 00paboTKy NaHHBIX pacmpocTpansercs OOmmuit
perIamMenT o 3ammTe nepcoHanbHeIX naHHbeX (GDPR) (B
pamKax ero MpuMEHEHHUS K JaHHOMY BHIY 00paboTKn), a
TaKXE HIO6I)I€ JOINTOJTHUTCJIIbHBIC HOPMAaTHBHBIC
MIOJIOXKEHUSA 51 MpaBuUIa, JIEHCTBYIOIIUE B
COOTBETCTBYIOLLEH cTpaHe-uieHe EBpomneiickoro corosa,
MPUMEHNMBIE K 00paboTKe TaHHBIX.

XKyphan (-bI)  KOHTPOJI — XPOHOJIOTHYECKasl  3aIluCh
COOBITH, TaKMX Kak CO3JaHHE, M3MEHEHHE, YyJaJCHHUE
3amucu WM 3MeKTpoHHou 3ammcu (mo GxP wmm He mo
GxP) 1 BO3MOKHOCTH MOJTyYEHHs JOCTYTA K Hel, KoTopas
MO3BOJISIET PEKOHCTPYHUPOBATh X0 COOBITUH U CONEPKHUT
JaHHBIE O TeX, KTO €€ CO3JaJl, MOJlyyasl K Hel JOCTyI,
W3MEHMJI WM YT €€ U IPUYUHAX UX JeHCTBUIL.

JlaHHBIe KIMEHTa — Jo0ble  JaHHBble, WHPOPMAIHS,
TEKCT, PHUCYHKH, M300paXeHHUs, BUAEO, 3BYKH,
CTAaTUCTHKA, aHAJIN3 U JPyTHE MaTEePUaJIbl, COIEPKALIIeCs
B mto0oi ¢opme, otHocsmmecs k CAHO®U wmnu ero
AddunmmpoBaHHEIM KOMIAHHUSIM U (M) TIOIH30BATEISIM
(B COOTBETCTBYIOLIMX CIly4asix), KOTOpble MOIJIM OBITH
npenoctasiedbl CAHO®U wunu ero AddunupoBaHHEIMA
KOMMaHUsAMH (1 (MJIM) €ro TOoJIb30BaTelsIMM) (BKIFOYAS

[lepconanbHble  maHHBIE) W (WIH) K  KOTOPBIM
I[TIOCTABIIMK wumeer poctynm, U (WimM) KOTOPHIE
INOCTABIIMUK co3maer, coOupaer, o0OpabaThIBacT,

XPAHUT WIH MIepeAaeT B X0/€ BblNoJIHeHUs CornanieHus u
CBSI3aHHBIN C TAKUMHM JIaHHBIMU JKypHaJl KOHTPOJIS.

Cpena Kimenra — umeromasics B HACTOSIIEe BpeMs
KOMIIBIOTEpHAsI M TEJIEKOMMYHHKAI[MOHHAas  Cpexaa
CAHO®MU (cocrosmias n3 anmapaTHOTO U IPOTPaMMHOTO
obecrieyenusi), ykazanHas B  CoriamieHMu — Win
o6o3nauennas CAHO®U nmma TTOCTABIIMKA kak
cpena Il MPeIOCTaBIeHUs Y CIIyT.

KoHTpoiib — mpsiMoe Wi KOCBEHHOE BIIaJICHIE HE MCHEE
geM 50 % (IATBIOJECSTHIO MPOIIEHTAMH) AKIIHOHEPHOTO
kKarmtana wiu  Oomee dem 50 % (IATHIOJECATHIO
MIPOIIEHTAMH ) TIPAB TOJI0CA WITH HATHINE TIOTHOMOYHH JIsT
Ha3HAa4YeHHs OOJBIIMHCTBA YIEHOB CBOETO OCHOBHOTO

matter of the Contract. Applicable Law includes Good
Laboratory Practice, Good Clinical Practice, Good
Industry  Practice  and/or Good  Manufacturing
Practice (GxP).

Applicable Data Protection Law: the laws, rules and
regulations on the protection of personal data applicable in
the country of the establishment of the Data Controller. In
particular, any data processing is subject to the General
Data Protection Regulation (GDPR) (as it applies to that
type of processing), as well as any additional regulations
and rules in force in the relevant European Union member
state applicable to the data processing.

Audit Trail(s): A historical record of events, such as the
creation, modification, deletion of a record or electronic
record (GxP or non-GxP) and the ability to access it, that
allows you to reconstruct the course of events and contains
information about who created it, accessed it, modified or
deleted it, and the reasons for their actions.

Customer Data: means any data, information, text,
drawings, images, videos, sounds, statistics, analysis and
other materials contained in any form relating to SANOFI
or its Affiliates and/or users (as applicable) that may have
been provided by SANOFI or its Affiliates (and/or its
users) (including Personal Data) and/or to which the
SUPPLIER has access, and/or which the SUPPLIER
creates, collects, processes, stores or transfers in the course
of the execution of the Contract and the Audit Trail
associated with such data.

Client Environment: SANOFI's currently available
computer and telecommunication environment (consisting
of hardware and software) specified in the Contract or
designated by SANOFI to the SUPPLIER as an
environment for the provision of the Services.

Control: the direct or indirect ownership of at least fifty per
cent (50%) of the share capital, or more than fifty per
cent (50%) of the voting rights, or the power to appoint a
majority of the members of its principal governing body.
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Oprasa yTmpaBJICHHS.

Tepmun «KoHTposiep»
ykazanHoMm B GDPR.

ynOTpe6J'I${eTC$I B 3HA4YCHUU,

L{enOCTHOCTL TaHHBIX — XapaKTEPUCTUKA cOOpa JaHHBIX
B YacTH MPUMEHEHHS dPPEKTUBHBIX OPraHU3AIMOHHBIX,
OTIEPAIIOHHBIX U TEXHHYECKUX CPEICTB /IS 00ecedeHus

HAJCKHOCTH, KOH(DHUICHIIMAILHOCTA M JIOCTYITHOCTH
JIAHHBIX.

Ob6opynoBanne — moboe 00OpyIOBaHHWE, TEPMUHAIBL,
WHPPACTPYKTypa, COOTBETCTBYIOIIEE ammapaTHOe U
nporpaMMHOe — o0eclieueHHue, BKJIIOYas, TIE OTO

MIPUMEHUMO, CHCTEMBI (TO €CTh BCE 0€3 HCKIIIOUCHUS
WT-cern nnm pecypcel, KOTOpble 00padaTHIBAIOT, XPAHSIT,
MOJICP’KUBAIOT, TepefaoT wWin conxepxar JlanHsie
Knwmenra), npunoxkeHus, 0a3pl JaHHBIX, LEHTPATBHBIH

IpoLeccop, IEepCOHAJIbHBIE KOMMIBIOTEPHl W JIpyrHe
MPOIECCOPBI, KOHTPOJUIEPHI, YCTPOWCTBA XpaHEHWUs,
OpUHTEpBl,  TenedoHbI,  Apyrue  nepudepuitHbe

YCTpPOWCTBA W YCTPOWCTBA BBOJA U BBIBOAA, & TAaKXKE
npyroe (U3MYECKOe MEXaHHYeCKOe U JIIEKTPOHHOE
o0opymoBaHue, IpeIHa3HAUYCHHOE 1)1 00pabOTKH, BBO/A,
BBIBOJIA, XPAaHEHMSI M TOHMCKa HH(popManmuu u J{aHHBIX
Knuenra, a Takxke Uit paboOTHl ¢ HUMH.

GDPR — Pernament (EC) 2016/679 Espomneiickoro
napiameHTa U Coera EC or 27 anpens 2016 roga o
3amuTe (GU3MIECKUX JIUI IPH 00pabOTKe MEePCOHATBHBIX
JIAHHBIX U O CBOOOJHOM TIEpeMEIICHUU TaKuX JaHHBIX, a
takxe 00 otmene Jupextusst 95/46/EC.

GxP u npyrue HopMaTuBHBIE TPeOOBAaHMS, CBSI3aHHBIE CO

The term "Controller" has the meaning given to it in the
GDPR.

Data Integrity: the characteristic of data collection in terms
of the use of effective organizational, operational and
technical means to ensure the reliability, confidentiality
and accessibility of data.

Equipment: means any equipment, terminals,
infrastructure, related hardware and software, including,
where applicable, systems (i.e., all without exception IT
networks or resources that process, store, support, transmit
or contain Client Data), applications, databases, central
processor, personal computers and other processors,
controllers, storage devices, printers, telephones, other
peripheral devices and input and output devices, and other
physical, mechanical and electronic equipment designed
for processing, inputting, outputting, storing, retrieving
and handling Client Information and Data as well as for
working with it.

GDPR: Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing
of personal data and on the free movement of such data,
and repealing Directive 95/46/EC.

GxP_and other health-related regulatory requirements:

chepoii 34paBOOXPAHEHUS — TaKHE HOpPMaTHBHBIE
TpeOoBaHMs, KaK HaJJIekKaIlas KIMHUYeCKas MPaKTHKa,
HajuIeKamas JlaboparopHas TpaKTUKA, HaJJIeKaras
mpakThka (hapMakoHaa30pa, HaaJekamas MpaKTHKa
MIPOM3BOJICTBA U HAJUICKAIAs MPAKTUKA TUCTPUOYIINH, a
TaKke JI00bIe IPyTrue HOPMATUBHEIE aKThl, MPUMEHUMEIE
k CAHO®U u ortHOcsmmecs K cdepe oOIIecTBEHHOTO
3IIpaBOOXPaHEHUSI.

KoMnberoTepusupoBaHHasi cucrema GxP
KOMIIBIOTEPU3UPOBAHHAA CHCTEMa, HCIONb3yeMas JUIs
MOAJEPKKN Hamaexkamux npaktuk GxP wmm apyroit
PETYISTOPHOW JIESATENFHOCTH, CBS3aHHOW co chepoit
3/IpaBOOXPaHEHUSI.

WUnimpent — moboe coObITHE, KOTOpOE
HE COOTBETCTBYET HOPMAaJIbHOMY MPOILIECCY M KOTOPOE
MOXKET TIPUBECTH K TMPEKPALICHUIO OKa3aHWs WK
CHIDKGHUIO  KadecTBa  YCIYT,  NPEJOCTaBIIEMbIX
CAHOODMU.

(hakTHyeCcKOe WK
XapakTepa, YpPOBHS U

UT-usmenenue (-s1) — nmodoe
npejjiaraeMoe  M3MEHCHHE

such regulatory requirements as Good Clinical Practice,
Good Laboratory Practice, Good Pharmacovigilance
Practice, Good Manufacturing Practice and Good
Distribution Practice, and any other regulations applicable
to SANOFI and relating to public health.

GxP Computerized System: the computerized system used
to support Good Practices (GxP) or other health related
regulatory activities.

Incident: any event that does not correspond to the normal
process and that may lead to the termination of the
provision or deterioration of the quality of the Services
provided to SANOFI.

IT change(s): any actual or proposed change in the nature,
level, scale and/or scope of an IT system.
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MacmTaba u (wim) obnactu npuMmenenust T-cucteMsl.

Iepconar — (B OTHOIIICHUH ITOCTABILIMKA)
(i) mo6oit  corpymuuk TTOCTABIIWUKA; (ii) mro6oi
WHIWBUAYaITbHBIN KOHCYIBTAHT, ACHCTBYIOIINH O] CBOIO
OTBETCTBEHHOCTh, wiu (ill)) m000#  MOCTaBIIHUK,
YIIOTHOMOYEHHBIH areHT WM CyONOApsauYuK (BKIIIOYAst
AddumupoBannbie  kommanuun  [IOCTABIIUKA),
Ha3HAUCHHBIH AN OKa3zaHus Yciyr; (B OTHOIICHHH
CAHO®U) (i) moboit corpyaank CAHO®U wmm ero
AddunupoBaHHbIX KommaHui; (i) 000 pabOTHHK
arentctBa; u (wim) (ili) M00OKH HMHAMBHIYaIbHBIN
KOHCYJIbTAHT, JCUCTBYIOLIMN TMOJ OTBETCTBEHHOCTH
CAHO®U unu ero AdhunnpoBaHHBIX KOMITAHUH.

[lepcoHasbHbIC IaHHBIC U 00pab0TKa — CM. OTIpeCIICHHE
B GDPR.

IIpodeccrnoHanbHbIE CTAHAAPTEI — B OTHOLIEHUH JIF000r0
KOHKpCTHOFO MCpOHpI/IHTI/IH nin 3ajJayu, BKHIO‘{CHHOI;'I,
paccMaTpuBaeMoin WA IIPENYCMOTPEHHON I
BhImoyHeHus: CoTalieHusI: TAKUE CTaHIAPThI, PAKTUKH,
METOABI U IPOLENYPHI, KOTOPHIE COOTBETICTBYIOT BCEM
TpeOoBanusM  [IpuMeHUMOro  3aKOHOAATEIBCTBA W
IOJDKHBI COOJIFOAATHCS M BBIIOIHATECA ¢ MAKCHMAaIbHBIM
YpOBHEM KBanupUKaIuu, OCMOTPHTENBEHOCTH,
BHUMATCIBHOCTH W AJAaJIbHOBUJHOCTH, KOTOpOFO MOXHO
O00OCHOBaHHO  OXHWJAaTh OT  TMOCTAaBIUKA  YCIYT,
OCYIIECTBIISIIOINETO  AHAJTOTWYHbIC  JNEHCTBUA WK
JNEHCTBYIONIET0 B AHAJIOTMYHBIX OOCTOSTENLCTBAX, MPHU
COOTBCTCTBUU C HpI/ISHaHHBIMI/I Me)KIl}/HapOI[HLIMI/I
CTaHJIapTaMHu.

Wunmaent (-5I) B cucteMe 6€30IacHOCTH BKITIOYAeT (-10T)
B ce0s1, KaK Jlajiee OMpeesieHO B HACTOAIIEM JOKYMEHTE,
0001 BUPYC ¥, TOMAMO TIPOYEro, ciaydan (aKTHIeCKOTO,
BO3MOXKHOTO, IPEANPUHATOTO WM  YIPOXKAIOUIETO
HECaHKIIMOHUPOBaHHOTO (i) BO3JCHCTBUS, JOCTYyIA,
WCTIONIb30BAHUS, YIAJeHUs, I0pa0OTKH, HIH(PpPOBAHHS,
BOCIIPOM3BEACHHSA, YHUYTOXKEHHUS, YTPAThl, KpaxH,
W3MEHEHUS, PACKPBITUS, KOIHUPOBAHUSA, MOIU(PHUKAIMH
Wik nepefadn aroboro kommnoneHTta JlanHpix KimenTa,
BKJTFOUAst KOH(UICHIINATBHYIO “HGOPMAIIIO
MOJIb30BaTeNel, KOTOPBIA HAXOOUTCS WIH JIOJDKEH
Haxonuthes mojn koHTpoiemM I[TOCTABIIMKA wmm 3a
kotopsle [IOCTABIIMK HeceT 0TBETCTBEHHOCTb; WIIH, B
cllydae COOTBETCTBYIOIICH cUTyarmu; ii) ((pU3UIECKOro
WM WHOTO) JOCTYIA, KPaKU WM MOBPEXKIACHUS JTIOO0TO
Ob6opynoBanusi KnmeHTta, KOTOpO€ KOHTPOIHpPYETCS
[NOCTABIIMKOM wunu nns [IOCTABIHIMKA unu Ha
KOTOpOoM oOpabaTbIBaroTCss WM XpaHsatcs JlanHbie
Knuenra.

Ycayru — yCIIyTH, IIPENOCTaBISEMBIE
[NOCTABIIMKOM CAHO®U.

3akon Cap6etinza—Oxcim — 3akon Capbeitaza—Oxcian oT

Personnel: (with respect to the SUPPLIER) (i) any
employee of the SUPPLIER; (ii) any individual consultant
acting under its own responsibility; or (iii) any supplier,
authorized agent or subcontractor (including the
SUPPLIER Affiliates) appointed to perform the Services;
(with respect to SANOFI) (i) any employee of SANOFI or
its Affiliates; (ii) any agency employee; and/or (iii) any
individual consultant acting under the responsibility of
SANOFI or its Affiliates.

Personal Data and Processing: See the definition in the
GDPR.

Professional Standards: in relation to any particular
activity or task included in, contemplated by or
contemplated for the performance of the Contract: such
standards, practices, methods and procedures as are
consistent with all requirements of Applicable Law and
shall be followed and performed with the highest level of
skill, care, diligence and foresight reasonably expected
from a service provider performing similar acts or acting
in similar circumstances in accordance with recognized
international standards.

Security Incident (s): shall include, as further defined
herein, any virus and, without limitation, any actual,

potential, undertaken or threatened unauthorized
(i) exposure to, access, use, deletion, modification,
encryption, reproduction, destruction, loss, theft,
modification, disclosure, copying, modification or

transmission of any Client Data component, including user
confidential information, that is or should be under the
control of, or for which the SUPPLIER is responsible; or,
where applicable; (ii) (physical or otherwise) access to,
theft of, or damage to, any Client Equipment that is
controlled by or for the SUPPLIER, or on which Client
Data is processed or stored.

Services: the services to be delivered to SANOFI by the
SUPPLIER.

The Sarbanes-Oxley Act: the Sarbanes-Oxley Act of 2002,
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2002 roma, TaxKe W3BECTHBIM Kak «3akoH O pedopme
OyXraJTepcKoro ydvera B ITyONHYHBIX KOMIAHHSIX U
3amuTe wWHBecTopoB» (B CeHare) ®W «3akoH O
KOPIIOPAaTUBHOM u Ay TUTOPCKOM OTYETHOCTH,
OTBETCTBEHHOCTH W  Tpo3paunoctn» (B Ilamare
MpeAcCTaBUTENel); dYacTo HazplBaeMbIi kKak  SOX
(Sarbanes-Oxley Act), — »at0 ¢denepanbHbIii 3aKOH
Coenunennbix 1lITaToB, KOTOPHIN yCcTaHABIMBACT HOBBIC
WIN pacliupeHHble TPeOOBaHUsI I BCEX aMEPHUKAHCKUX
KOMITAaHHUH, YIIPABISIOMINX U OyXTanTepcKux hupm.

Tpetbs (-b1) cTOpoHa (-bI) — 000 (HPUUUESCKOE WITU
IOpuIMYecKoe o, He  spistomeecss  CTopoHOH
Cornarenust (BKJII0Yas TOCYIapCTBEHHBIC HIIN CBS3aHHBIC
C HUMH OpTraHbl, OPraHU3aIMU UITH CY/IBI).

1. OO0S3aHHOCTH M 00513aTeJbCTBA B 00JIACTH
HHGOPMAIMOHHOMN 0€30IIACHOCTH

1.1 KounrakTHbie Juua no BOIIpOCaM

HHGpopMaLMOHHOH 0€30IMaCHOCTH M Ka4YecTBa

ITOCTABILMK 00s13aH Ha3HAYNUTH JIUII0, OTBETCTBCHHOE
3a uH(pOpPMaIMOHHYIO Oe30macHOCTh. Takoe JHio OyaeT
cyuTarbCa CAUMHCTBCHHBIM KOHTAKTHBIM JIMIIOM IIO
BompocaM HWHGOPMAIIMOHHOW Oe30macHoCTH Hu  OyAer
OTBEYATh 3a peaM3aIfi0 BceX Mep Mo 00ecreyeHuro

WHPOPMATHOHHON 0e30MmacHOCTH u KayecTna,
NEPCUMUCICHHBIX B HACTOAIICM NTOKYMCHTC.
Jlumo, OTBETCTBEHHOE 3a MH()OPMALTMOHHYTO

0e30IMacHOCTh, JOJDKHO HAa3HAYUTL ceOe 3aMecTHUTENIs Ha
Clly4ail CBOEro OTCYTCTBHSI.

ITOCTABILMK 006s13aH Ha3HAYNUTH JIUII0, OTBETCTBCHHOE
3a Ka4ecTBO (B KOHTekcTe mpuMeHeHus GxP u apyrux
MIPaBUJI, CBSI3AHHEIX cO chepoii 3apaBooxpanenus). Takoe
muIo OyJneT CUuTaThCsl EIUHCTBEHHBIM KOHTaKTHBIM
JUIIOM TI0 BONpPOCaM KadecTBa M OyNIeT OTBeYarh 3a
peanu3aiuio BCEX Mep I10 obecIieueHnIo
WHPOPMAITUOHHON 0e30MmacHOCTH u KayecTna,
MIEPEUYHCICHHBIX B HACTOSIIIEM TOKyMEHTE.

.HI/II_IO, OTBETCTBCHHOC 3a KAa4C€CTBO, JOJIXKHO HA3HAYHUTH
cebe 3aMecTUTENs Ha cnyqaﬁ CBOCTO OTCYTCTBUA.

1.2 IIporpamma obGecnieyeHust MH(OPMALMOHHOI

0€30MacHOCTH

ITOCTABIMK nomkeH pa3paboTaTh, KOHTPOJIHPOBATH,

a TaKkKe, MNPH HEOOXOAMMOCTH, J0padaTeiBaTh W
aKTyaJIu3upoBaTh cozepxKaHue KOMIUIEKCHOM
IIporpammel obecrieyeHus nH(OPMAITIOHHON

Oe3onacHOCTH (B MUCBMEHHOM BHJIE), NPUMEHSIEMON K

obOnaky wu (mmm) VYciyraMm, a Takke K - 3alluTe
0€301MacCHOCTH ¥ IETOCTHOCTH JTaHHBIX.
Takas IlIporpamma obecnedeHuss HWHPOPMAIMOHHOM

also known as the Public Company Accounting Reform
and Investor Protection Act (in the Senate) and the
Corporate and Auditing Accountability, Responsibility,
and Transparency Act (in the House of Representatives);
often referred to as the SOX (Sarbanes-Oxley Act), is a
United States federal law that imposes new or expanded
requirements on all American companies, managers, and
accounting firms.

Third Party(ies): any person or entity not a Party to the
Contract (including governmental or related authorities,
organizations, or courts).

1. Responsibilities and obligations in the field of
information security

11 Contact points for information security and

guality issues

The SUPPLIER is obliged to appoint a person responsible
for information security. Such a person will be considered
the sole point of contact for information security issues
and will be responsible for the implementation of all
Information Security and Quality Assurance Measures
listed in this document.

The person responsible for information security must
appoint a deputy in case of absence.

The SUPPLIER is obliged to appoint a person responsible
for quality (in the context of the application of GxP and
other rules related to the field of health care). Such a
person will be considered the sole point of contact for
quality issues and will be responsible for the
implementation of all Information Security and Quality
Assurance Measures listed in this document.

The person responsible for quality must appoint a deputy
in case of absence.

1.2 Information Security Program

The SUPPLIER shall develop, monitor, and, if necessary,
finalize and update the content of a comprehensive
Information Security Program (in writing) applicable to
the cloud and/or Services, as well as to data security and
integrity protection.

Such Information Security Program shall comply with
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0e3omacHOCTH JOJDKHA COOTBETCTBOBATb
IIpodeccuonanbHpIM  CTaHAApTaM U COAEpXKaTh
3aJJOKYMEHTHPOBAHHbBIE TIOJINTUKY U POLIEAYPHL, a TAKXKE
aJIMUHHUCTPAaTUBHBIE, TEXHUUECKUE M (PU3NYECKHE MEpHI
obOecneyeHnss 0€30IIaCHOCTH IS 3alllUTHl O€30MaCHOCTH,
[IEJIOCTHOCTH W KOH(PHUIESHIINATFHOCTA O0Jaka, YCIyT |
JlaHHBIX KIIMEHTOB.

13 IInan o6ecnieyeHust 6€30MACHOCTH
I[TOCTABILMK nomkeH pa3padboTaTh, KOHTPOJIHPOBATH,
a TaKkKe, TMPH HEOOXOAMMOCTH, J0padaThiBaTh W
aKTyaJIU3UpOBaTh COJACpPKAaHUE KOMIUIGKCHOIO IIJIaHa
obecrieuenust  OezomacHoctrn  (Ilmam  obecmeueHuUst
0e3omacHOCTH B TCbMeHHOM BHze). [1nan obecneuenus
0e30IacHOCTH JIOJDKEH OMMCHIBATH CIIOCO0 pean3aluu
[TOCTABIIMKOM, ecnu 3T0 NpUMEHUMO, KaXK 10l MEPBI
obecriedeHusi  0€30MAaCHOCTH,  IEPEUYHMCICHHOW B
HACTOSIIEM JIOKYMEHTE. [Tnan obecrieyeHust
6e3omacHocTH MOMKeH ObITh yTBepkaeH CAHO®DU mo
Hauajia OKa3aHus Y CIIyT.

14 IIporpaMmma oneHKH PUCKOB

I[NOCTABIIUK nomken obecrieunBaTh U OCYIIECTBIATH
PETyJISIPHYIO OLIEHKY BHYTPEHHHUX U BHEITHUX PUCKOB JJIs
0e30macHOCTH, KOH(PHICHIUATBLHOCTH, LEJIOCTHOCTH U
nocrynHoctn JlanHeix Kimenra, Bkiodas, [TOMHMO
MPOYEro, BBIABICHWE M OLEHKY YSI3BUMOCTEH JUIs
O6opynosanus [IOCTABILHNKA.

15 IHoanTHKa KOMYCTUMOI0 UCTIOJIb30BAHUS
[NOCTABIIMK  nomxeH  yTBEpIUTH MOJIUTHKY
JIOMYCTUMOTO HCIIOJIb30BaHUs, C KOTOPOH JOJKEH OBbITh
o3HakomsleH ero [lepcoHam 10 mony4deHHs JFOOOTO
noctyna k O6opynosanuto [IOCTABIIUKA.

1.6 PaccaenoBanusi B 00;1acTH 06€30MACHOCTH
[NOCTABIIHMK nomxeH B MOTHON Mepe COTPYAHUYATH C
CAHO®U B ciyuae npoBeeHus JIF000T0 pacciieioBaHus
B 00nacTi 0€30MacHOCTH MO BO3MOXHBIM HapyIICHHSIM
ero o00s3aTenbCTB B OTHOLIEHMH HMHGOPMALMOHHON
0e30macHOCTH.

1.7 YBenomiieHue o npodaemMax 6e30MacHOCTH
[NOCTABILMK momken coobmate CAHO®U wu
YBEZAOMJISITH €T0 B TeUeHue 24 (IBaAIaTH Y€THIPEX) YacOB
o mo00¥ moTeHIMaNbHOW mpobsiemMe B o0jacTu
0e30macHOCTH, BO3HHKIIEH B oTHOmEHHH O00pyIoBaHu,
pemennit  wian  ganHeix  [IOCTABIIMKA  u (unm)
CAHO®MU, nnu o 11060M JIpyroM coOBITHH, HHOOpMAIIHs
0 KOTOPOM JIOJDKHA OBITh MPEAOCTaBIeHa B COOTBETCTBUU
¢ IlpumenumbiM 3akoHonmatenscTBoM. [TOCTABIIMK
He JIOJDKEH HCIONb30BaTh TakWe MpoOjieMbl B 00JacTH
0€30IacHOCTH WJIM PAcKpbIBaTh MHGOpMAIMIO O HUX U

Professional Standards and shall contain documented
policies and procedures and administrative, technical and
physical security measures to protect the security, integrity
and confidentiality of the Cloud, Services and Client Data.

13 Safety Management Plan

The SUPPLIER shall develop, monitor and, if necessary,
finalize and update the contents of the integrated security
plan (written security plan). The security plan shall
describe how the SUPPLIER will implement, if
applicable, each security measure listed in this document.
The security plan must be approved by SANOFI prior to
the commencement of the Services.

14 Risk Assessment Program

The SUPPLIER shall ensure and regularly assess the
internal and external risks to the security, confidentiality,
integrity and availability of the Client Data, including, but
not limited to, the identification and assessment of
vulnerabilities to the SUPPLIER’s Equipment.

15 Acceptable use policy

The SUPPLIER shall approve the Acceptable Use Policy,
which shall be communicated to its Personnel prior to any
access to the SUPPLIER’s Equipment.

1.6 Security Investigations

The SUPPLIER shall cooperate fully with SANOFI in the
event of any security investigation of possible breaches of
its information security obligations.

1.7 Security Problem Notification

The SUPPLIER shall report to and notify SANOFI, within
twenty-four (24) hours, of any potential security issue
arising with respect to the SUPPLIER’s Equipment,
solutions or data and/or SANOFI or any other event to be
reported in accordance with the Applicable Laws.
The SUPPLIER shall not use or disclose such security
concerns and shall correct them as soon as reasonably
practicable and under any circumstances before they give
rise to a Security Incident.
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00513aH YCTPaHUTh UX B KpaTyailine CPOKH U IPH JIFOOBIX
o0CTOsITENIbCTBAX JI0 TOro, Kak OHU IPUBEAYT K
Wunmaenty B cucreMe 6€30MaCHOCTH.

1.8 Ynpapjienue HMHIUAEHTAMH B  00J1aCTH
0e3onacHoOCTH
[NOCTABIIMUK o06s3aH  OCyIIeCTBIATh  yIIPaBIeHHE

TaKUMH MHLUUACHTAMA W TPUCTYNAaTh K MUHUMH3ALUH
MOCJEACTBUH WHIWACHTOB B CHCTeME O€30MacHOCTH B
OTHOIIIEHUHT 000pynOBaHUS " (vn) YCIIyT,
npepocraBisieMbix  CAHO®OU  TIOCTABHIUKOM,
BBITIOJTHSIS IPOLIEAYPY YIIPaBICHUS! MHIUACHTAMH U TUIaH
Ha/JIeKAIEeTro pearupoBaHusl.

1.9 YupagsiieHue U3MeHEeHUSIMH

[NOCTABIIUK pmomxen ciexoBaTh  (OpMaIbHOMY
nponeccy ynpasieHuss MT-u3sMeHeHUAMHU U1 KOHTPOJIS
mo0bix U T-n3MeHeHuil, KOTOpble MOTEHIMATFHO MOTYT
IOBIMAThL HA  LEJOCTHOCTh AaHHBIX CAHO®U,
COOTBETCTBHE TpeOOBaHUAM, (YHKIMOHAILHOCTh WIIH
JOCTYNHOCTh Ycayr, mnpenocraBisieMbix CAHOOU.
[IOCTABILMK o6s3an  BHOCUTh MT-m3MmeHeHus B
Jannsie Krnuenra, WCIIONIB3YS OOBIYHEIC
(yHKIMOHANBHBIE BO3MOKHOCTH Y CITYT.

[TIOCTABIIMK nomxen npegocraBute CAHODU
CIIEUAIIBHYIO MPENBAPUTEIBHYIO CpENY IS IIPOBENCHUS
Hajanexamero tecrupoBanus WT-usmenenuit mepex ux
BHEJIPEHUEM B PabOUYIO Cpeay.

MNOCTABIIUK o6s3yercs mpenocraBute CAHODU
yBeaoMieHue 3a 30 (TpuALaTh) JHEH 10 BHECSHUS JIFOOBIX
NT-uzMeHeHnid, KOTOpPbIE NPSIMO HJIA KOCBEHHO BIIUSIOT
Ha Yciuyrd. PerymspHple omepanuu, Takue —Kak
TEXHUUYECKOE OOCIY)KUBAaHHUE WM pearupoBaHUE Ha
HUnnmnentsl, He cunTaroTcss UT-u3MeHEHUIMU U IOJDKHBI
OCYIIECTBIIATHCS B PAMKaX YCTAaHOBJICHHBIX MPOIIECCOB.

B caywae cOoeB wnu mpoOiieM, BO3ZHUKAIOIMIUX B
pesynbrate BHeceHuss WT-uzmenenuii, [IOCTABIIUK
JOJDKEH MMETh BO3MOXHOCTh BEPHYTHCA K HCXOJHOMY
COCTOSIHMIO, 4YTOOBI ~ BEpPHYTh  YCIyTH, KOTOpHIE
ucnonb3ytorcss CAHO®OU unu ana Hero, unu [laHHbIE
Knuenta B cocTogHHME J0 MOMEHTa peaau3aliu
UT-uzmenenus.

2. Be3onacHocTh HHPPACTPYKTYPHI

21 CeTeBasi 0€30MaCHOCTH
MNOCTABIUK o06s3an1 npumensTsh [IpodeccrnonanbHbie
CTaHIAPTHI TMPH pPa3JIeNCHHUH CETH, BKIIOYAs, MOMUMO
MIPOYET0, CIETYIOINE MEPHL:
® KaxkJas CeTh JOJKHA ObITh H30JUPOBAHA OT
JPYTUX CeTed ¢ MOMOLIBbIO OpaHAMAaY POB MM
aHAJIOTMYHBIX Mep;

1.8 Security Incident Management

The SUPPLIER shall manage such incidents and proceed
to minimize the consequences of security incidents with
respect to the equipment and/or services provided by the
SUPPLIER to SANOFI, following an incident
management procedure and an appropriate response plan.

1.9 Change management

The SUPPLIER shall follow a formal IT change
management process to control any IT changes that have
the potential to impact SANOFI’s data integrity,
compliance, functionality or availability of the Services
provided by SANOFI. The SUPPLIER shall make IT
changes to Client Data using the normal functionality of
the Services.

The SUPPLIER must provide SANOFI with a special
preliminary environment for proper testing of IT changes
before they are introduced into the working environment.

The SUPPLIER must provide SANOFI with thirty (30)
days prior to notice of any IT changes that directly or
indirectly affect the Services. Regular operations such as
maintenance or incident response are not considered IT
changes and must be carried out within the established
processes.

In the event of disruptions or problems arising from an IT
change, the SUPPLIER shall be able to return to its
original state in order to return the Services used by or for
SANOFI or the Client Data to a state prior to the
implementation of the IT change.

2. Infrastructure Safety

2.1 Network security
The SUPPLIER is obliged to apply the Professional
Standards in the separation of the network, including, but
not limited to, the following measures:
e each network shall be isolated from other
networks by means of firewalls or equivalent
measures;
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® JI0JKHBI OBITh pa3pelIeHb! TOJIbKO YTBEPKICHHbIE
BXOZsIIIUe U (MIIK) UCXOSIINE KOMMYHUKAIHOHHBIE
MOTOKH.
2.2 3ammTa ceTeBBIX MPOTOKOJIOB
I[TOCTABILHMK npomkeHn obecneduTh OE30MaCHOCTh H
aKTYaJIbHOCTb BCEX CETEBBIX IIPOTOKOJIOB M OTCYTCTBUE B
HUX U3BECTHBIX YSI3BUMOCTEH.
2.3 Ycunenne uHGpacTpyKTyphl
[NOCTABIIMK  pmomkeHn  obecreunTb  yCUIICHHE
KJIIOYEBBIX KOMIIOHECHTOB CBOEH CETH, CETEBBIX IIOTOKOB U
ONEPAallMOHHBIX ~ CHUCTEM, a TaKKe MaKCHUMalbHOE
orpaHMuYeHHe BUAOB arak. K 53TUM MepaM MOTYT
OTHOCHUTbHCS, IOMUMO IIPOYETO0, CIEAYIOLINE:
o ¢GuIbTpanys CeTEBBIX MOTOKOB,
HEHCIIOJIb3YEMBIX WIH  YCTapeBIIUX
MPOTOKOJIOB;
o JICaKTHBAIUsI HEUCTIONb3yEMbIX MJIM yCTAPEBIINX
CEpBUCOB WM (PYHKIMH ONEPAUOHHBIX CHCTEM;
o OTKITIOYECHHUE HEHCIIONb3yEMBIX WM yCTapeBIINX
ciryx0, GyHKIHIA WK (HU3HIECKUX TTOPTOB CETEBOTO
00opyIoBaHUS;
o U3MEHEHUE
UCIIOJIb3YEMBIX
HOJKITIOUCHHS;
o CTPOTHH KOHTPOJIb 32 YCTAHOBKON MPOrPaMMHOTO
oOecrniedeHus U (WIKN) HAICTPOEK;
o CTpOTHH KOHTPOJIb 3a
KOH(UTYpAIINH.

OTKJIFOYCHHC
CCTCBBIX

napoJsei o
aIMHUHUCTPUPOBAHUS

YMOJTYaHHIO,

JUTS u (Wn)

HN3MCHCHUEM

24 3ammTa OT BPeAOHOCHBIX MPOTrPaMM
I[IOCTABIIUK  obs3yercs  obOecneyuTh  3alIUTy
KJTFOUEBBIX KOMIIOHEHTOB ceTH 1 O00pyI0BaHUS OT BCEX
TUTIOB W3BECTHBIX BPEAOHOCHBIX MPOTPAMM C MOMOIIBO
JOCTATOYHBIX W AaKTyaJbHBIX CPEICTB 3allUTHl OT
BPEIOHOCHBIX TPOTPAMM.

25 JlokyMeHTAIMSA CeTH

ITOCTABIIHUK JIOJKEH o0ecreunTh
JOKYMEHTAIUH IO CBOEH CETEBON apXUTEKTYpE.

HaJIn4ue

2.6 3amuTa niaaTGpopM aAMHHACTPHPOBAHUSA
[NOCTABIIUK nomxen orpaHUYUTD J1I00BIE TIAT(HOPMBI
U MHOPACTPYKTYpY YIOAJICHHOTO aJIMHUHHCTPUPOBAHHUS
IP-anmpecamu ucrounnkos [IOCTABIIMKA.

2.7 3amuTa 6ecnpoBOAHBIX ceTell

[NOCTABUIUK momxkeH oOecriednTh HaJISKAIIYIO
3aIIUTy CBOMX OECIpPOBOTHBIX ceTeil. [y aToro mMoryt
OBITH PEANTM30BAHBI CICAYIONIHE MEPHl (CITUCOK MOMKET

e only approved incoming and/or
communication flows shall be allowed.

outgoing

2.2 Protection of network protocols
The SUPPLIER shall ensure that all network protocols are
secure, up-to-date and free of known vulnerabilities.

2.3 Reinforce the infrastructure
The SUPPLIER shall ensure that the key components of its
network, network flows and operating systems are
enhanced, and that the types of attacks are limited as much
as possible. These measures may include, but are not
limited to, the following:
o filtering network streams, disabling unused or
outdated network protocols;

o deactivation of unused or outdated services or
functions of operating systems.

o disabling unused or outdated services, functions or
physical ports of the network equipment;

. changing the default used for
administration and/or connection;

passwords

. strict control over the installation of software
and/or add-ons;
. strict control over configuration changes.

2.4 Protection from malware

The SUPPLIER undertakes to protect the key components
of the network and the Equipment from all types of known

malware with sufficient and up-to-date malware
protection.
25 Network Documentation

The SUPPLIER shall
network architecture.

maintain documentation for its

2.6 Protection of administration platforms

The SUPPLIER shall restrict any remote administration
platforms and infrastructure to the pool of IP addresses for
the SUPPLIER's sources.

2.7 Wireless Network Security

The SUPPLIER shall ensure that its wireless networks are
adequately protected. To do this, the following measures
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OBITH PaCIIMPEH):

o 3ammTa 0eCTpoOBOIHOTO I0CTyMa O€30MacHbBIM
MPOTOKOJIOM ayTCHTU(DHUKAIINU H KIFOUOM
JIOCTaTOYHOM JJIHEIL;

o MOITHOCTH TOYEK OECIPOBOJHOTO IOCTYIIA
JIOJDKHA COOTBETCTBOBATH 3aHUMACMOM
IIOCTABILIMKOM Ttepputopuu, 9T0OBI
rapaHTHPOBaTh HEBO3MOXKHOCTH JJOCTYMA K
0ecIpoBOJHOM CeTH 3a peeIaMu TEPPUTOPUHI
TIOCTABIIIWKA (3a ipeaenaMu 31aHAMN);

o M3MEHEHHE YCTaHOBJICHHBIX [0 YMOIYaHUIO
YYETHBIX TaHHBIX ¥ (MIJIN) aposei s
MOJKITIOUEHHS K TOYKaM OECTIpOBOTHOTO JOCTYIIA;

o OTKJTIOYEHHUE HEHCIIONb3yEMBIX WM yCTapeBIINX
YCIIYT, IPOTOKOJIOB, PYHKINH WITH (PUINIECKIX
MOPTOB TS OECITPOBOTHOTO JJOCTYIIA,

o OOHOBJICHHE TIPOITUBKU OECTIPOBOHBIX CETEBBIX
YCTPOMCTB;
o IpOBEpKa MOUIMHHOCTH U aBTOPHU3aLMS Ul BCEX

0ecTpOBOIHBIX MTOIKITIOYCHHN.

2.8 Cnenmnaan3upoBaHHbIE

BHCIIHET0 pasMeleHus

CcepBUCHI M cpeda

Cpena o6pabotku ycanyr CAHO®U npomkHa OBITH
JIOTUYECKH OTJIeJIeHa oT TIPYTHX KITUEHTOB
IIOCTABIIHKA ¢ moMoIIpio BEIAEISHHOTO OTACIHHOIO
cepBepa. Jlannbie KimeHta JO/DKHBI - (pu3MUECKH
HaxXxOIWThCS B BBIICJICHHON cpene 0a3pl JaHHBIX B
BBIZACJIICHHOM 3K3EMILIAPE 0asel JaHHbIX.

29 3amuTa MOOMJIBHBIX YCTPOHCTB
Ecmn  Ilepcoman  IIOCTABHIMKA  wucnois3yer
cOoOCTBeHHbIE ¥ (WJIM) KOPHOPATHBHBIE MOOWIBHBIC

ycTrpotictBa st okazauus Yciryr CAHODU:
° ITOCTABIIYK 06s3aH 3amuinaTs CBOU
MOOHMIIbHBIE YCTPOHCTBA TapojieM. Takoi mapoib
JTOJKEH COOTBETCTBOBATH CIIEAYIONITIM
MIpaBHIIaM:
=  JJIMHA MapoJisi: MUHUMYM 8 CHMBOJIOB;
=  QJOKMpOBKa Iapoiisi 1O BPEMEHH: MapoJib
HEOOXOIMMO TIOBTOPHO BBECTH  4epe3
5 MuHYT O€31eHCTBUS;

=  CMeHa MapoJist: Mapoiab HEOOXOIUMO MEHSThH
€XKETOJTHO;

®  WCTOpWS Mapojieil: TOCIeTHHE Ba MapoJisd
He JIOJDKHBI MCTIOIh30BAaThCA TOBTOPHO.

. MNOCTABILMK o06s13an ynpasisiTh MOOWIEHBIMH
yCTpoiicTBaMu CBOETO nepcoHana u
OCYILIECTBIISITh UX aJIMUHUCTPUPOBAHHUE.

. TTIOCTABIIMK 06s13aH 00eCIeunuTsh YeTKOE
paszeneHue Mexay IpoeccCnOHaTbHBIMU U
YaCTHBIMH MPIIOKEHUSIMU U JTaHHBIMHU.

o Ecnu xakue-mi6o Jlanueie Knnenra xpanarcs Ha
KaKoM-JT00 MOOMIIBHOM YCTPOWCTBE, TAKHE

can be implemented (the list can be extended):

) secure wireless access with a secure authentication
protocol and a key of sufficient length;

o the capacity of the wireless access points must
correspond to the territory occupied by the
SUPPLIER in order to guarantee the inability to
access the wireless network outside the
SUPPLIER’s territory (outside the buildings);

o changing default credentials and/or passwords for
connecting to wireless access points.

o disabling unused or outdated services, protocols,
functions, or physical ports for wireless access.

. updating the firmware of wireless network
devices;

. authentication and authorization for all wireless
connections.

2.8 Specialized services and external

environment

hosting

The SANOFI Service Processing Environment shall be
logically segregated from other SUPPLIER's clients by a
dedicated separate server. Client Data must be physically
located in a dedicated database environment in a dedicated
database instance.

2.9 Mobile device protection
If SUPPLIER Personnel use their own and/or corporate
mobile devices to provide SANOFI Services:

. The SUPPLIER shall protect its mobile devices
with a password. Such a password should adhere
to the following rules:

= password length: at least 8 characters;
= time password lock: the password must be
re-entered after 5 minutes of inactivity;

= password change: the password must be
changed annually;
= password history: the last two passwords
should not be reused.
. The SUPPLIER shall manage and administer the
mobile devices of its personnel.

. The SUPPLIER shall ensure a clear separation
between professional and private applications and
data.

. If any Client Data is stored on any mobile device,
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JTAaHHBIC JTOJDKHBI OBIThH B 3alI()POBAHHOM BH/IE.

2.10 IIporpamma ynpasiieHHsI 000PyI0BaHUEM

[TOCTABILMK o00s3aH HCTIOIL30BaTh MEPEIOBOI OIBIT
ynpasneHus obopynoBanuem U UT-undpactpykrypoit B
OTHOIIIEHUHT cOoOCTBEHHOTO O6opynoBaHus u
Ob6opynoBanus, ymnpasmsemoro CAHO®U (ympasienue
CeTbl0, OKOHEYHBIMH YCTPOWCTBAMHU, HACHTU(DHUKAIINEH 1

JOCTYIIOM N0JIb30BaTENeH) (KOppEeKTHpOBKa U
peryispHoe OOHOBIICHHE, IPOTHO3UPOBAHUE
ycTapeBaHus).

2.11  JloroBopbl Ha TeXHHYECKOE 00CTY:KUBAHHE

[NOCTABIIHUK 00s3aH nMeTs B HATUYUHA TOTOBOPHI Ha
TEXHHYECKOe  OOCIy)KMBaHHE C  TOYKH  3pCHHUS
WHPOPMALTHOHHON 0e30macHOCTH co BCEMH
nocraBiukamMu O60pynoBaHuUS.

2.12  Be3onacHOCTH yAaJleHHO padoThI
I[NOCTABIIUK o006s3aH uMeTh B HaTUYUH TIONUTHKY
OpraHu3aluy yAaleHHOH paboThl, KoTopas 3QdeKTUBHO
samumaer Jlanasie Kimenta u  OOopynmomanme. Ilo
sanmpocy CAHO®U emy MoxeT OBITH HpeIOCTaBJICHA
uH(popManus 0 TaKoi MOJTHUTHKE.

3. YaaJJeHHbI 10CTYI

3.1 KonTposas nocryna

[NOCTABIIMK  00s3aH  JDOKyMEHTHPOBAaTh  CBOM
MPOLEAYPHl YAAJCHHOTO IOCTyma. YIaleHHBIA TOCTYII
JIOJDKEH OCHOBBIBATHCS HA  3alUIIEHHBIX CETEBBIX
MPOTOKOJIAX U HMCIOJIB30BaTh JBYX()AKTOPHYIO TPOBEPKY
MO/UTMHHOCTH.

3.2 3amuTa napoJiei

C  uenmpl0  HAAEKHOTO  YNPAaBICHUS  HapOJSMH
INOCTABIIHMK nomxen o0ecriednTbh COOTBETCTBUE CBOCH
MOJIMTUKA B OTHOIIGHWH  MapoJiel  MepeIoBbIM
orpaciieBbiM crangapram (Password Protection Policy
(«ITomuTuka 3ammTel mapoinei») or Mucrtutyta SANS

min  DAT-NT-001/ANSSI/SDE/NP ot  areHtcTBa

ANSSI), KoTopple BKIIOYAIOT, I[OMHMO [POYETO,

CIIeYIOIE MUHUMAJIbHbBIC TPEOOBaHMS):

. MUHUMAaJIbHAS ~ JJIMHA  TApOJisl:  MHHHMYM
8 CUMBOJIOB;

. CIOKHOCTh  TapOJIS: 3 pa3sIUYHBIX ~ THIMA
CHUMBOJIOB,  BKII0Yasi  TPOINHUCHBIE  OYKBHI,
CTpoYHble OYKBBI, LHUQPBl M CHEHHATIbHBIC
CHMBOJIBI,

. CMEHa MapojIs:Iapojib  HEOOXOAUMO  MEHSTh
KaXKaple 3 MecsIa;

. OTpaHUYCHHUE BO3MOXXHOCTH MIOBTOPHOT'O

such data shall be encrypted.

2.10 Equipment control program

The SUPPLIER shall use the best practices of equipment
and IT infrastructure management with respect to its own
Equipment and  SANOFI-Managed Equipment
(management of network, terminal devices, user
identification and access) (correction and regular updating,
forecasting of obsolescence).

2.11  Maintenance contracts

The SUPPLIER shall have information security
maintenance contracts with all suppliers of the Equipment.

2.12  Security for remote work

The SUPPLIER shall have a remote work organization
policy that effectively protects the Client Data and the
Equipment. At SANOFTI’s request, the SUPPLIER may be
provided with information on such policies.

3. Remote Assistance

3.1 Access control

The SUPPLIER shall document its remote access
procedures. Remote access should be based on secure
network protocols and use two-factor authentication.

3.2 Password protection

For the purpose of secure password management, the
SUPPLIER shall ensure that its password policy complies
with industry-leading standards (Password Protection
Policy from SANS Institute or
DAT-NT-001/ANSSI/SDE/NP  from ANSSI), which
include, but are not limited to, the following minimum
requirements:

. minimum password length: minimum
8 characters.
. password complexity: 3 different types of

characters, including uppercase letters, lowercase
letters, numbers and special characters;

o change of password:the must  be
changed every 3 months;

. restrict the ability to reuse passwords (at least after

password
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UCTIONB30BaHMs  Mapojicii (MUHUMYM  TOCIE
10 3amen);

o OJIOKMpPOBKA YYETHOW 3aluCH Yepe3 S5 MUHYT
Oe3neicTBHS.

[NOCTABIIMK o006s3an obecrieuuTh  MIU(PpPOBaHUE

naposiell BoO BpeMs nepeiadud U M3MEHEHHE MapoJiel mpu
MIEPBOM MOIKIIOUCHUH.

[NOCTABIIMUK  00s3a1  mpeAnpuHUMATh  MEpHI,
3ampeniatoniie ero llepcoHany XpaHUTh M 3alUCHIBATH
MapoJid B OTKPHITOM BHUJIE.

3.3 ®uznyeckuii foctyn k Cpene Kinnenra

Ecmu IIOCTABIIUKY HeoOX0AMMO MOIYyYUTh JOCTYI K
WHTEPHETY BO BpEeMsl HAaXOXKACHUS Ha TEPPUTOPHUU
CAHO®U, INIOCTABIIUK nomxkeH BO3AEpKATbCA OT
ucnoib3oBaHus JokanpHOM cetu CAHO®U, ecnou
CAHO®M  He  OpemocTaBUT  COOTBETCTBYIOIIEE
obopynoBanue. Ecmu Takoe oOopymoBaHwe He OyAer
npenocrapieno CAHO®U, TTOCTABIIMKY ctporo
3ampenieHo UCIoib3oBanue JokanpHoi cetu CAHOODU,
HO OH MOXET HCIIOJIb30BaTh TOCTEBYIO ceth Wi-Fi,
3anpocuB kof noctyna y CAHOOU.

34 Koutpoas ¢usunueckoro gocryna k JlaHHbIM

Kiauenra

[NOCTABIIUK o00s3a0 npuMeHSITh W TMOAICPKUBATH
000CHOBaHHBIC OTPaHMYCHHS HAa (PU3UUYECKHM TOCTYI K
JlaHHBIM Knuenra, BKJIFOYast Mpoueaypy,
YCTaHABIMBAIOIIYI0 CIMOCO0 OrpaHWYeHHs (HU3HUECKOTO
JIOCTyTIA.

INOCTABIIHMK 06s13aH BeCTH sXypHaI KOHTPOJIS JIFOOOr0
(m3nYecKkoro JOCTyNma K MecTaMm pa3memnieHus JlaHHBIX
Knuenra.

3.5 Koutpoas Jjorudeckoro gocryna k JlaHHbIM
Kanenrta
Ecmu TIOCTABHIUMK pa3memaer, oOpabaTsiBaeT,

nepenaeT uinm cooupaer lannpie Knuenra:

. [IOCTABILHMK  o0si3aH  JOKYMEHTHPOBATH,
BHEJIPSITh,  TOJUICPKUBATh U OOHOBISTH
Ha/jIexalue Mepbl o0ecriedeHus: 6e301acHOCTH,
Kotopele rapanTupyior, uro [IOCTABILHK
Oymer wucmonb3oBaTh Jlanaple Kimenta wim
nomydaTe  jgoctyn  k  JlamweiM  Knmenra
UCKIIIOYUTENBHO 10 npaMoMmy 3arpocy CAHOOU
WIH C ero oJ00peHus, a TakkKe MPH HaIMIUU
000CHOBaHHOMN YCTaHOBJIEHHOM JIEJI0OBOM
norpedHoCTH, IoATBepxkAeHHO CAHODU;

o Y4ETHBIE JJaHHBIE JUIA JIOTMYECKOTO JOCTyma K
HManneiM  KnueHta JO/DKHBI  OBITH  CTPOTO
OTPaHWYEHBl  YIOJHOMOYEHHBIM IIEPCOHAIOM
ITIOCTABIIMKA,;

10 changes).

o account lockout after 5 minutes of inactivity.

The SUPPLIER is obliged to ensure password encryption
during transmission and password change at the first
connection.

The SUPPLIER shall take measures to prohibit its
Personnel from storing and recording passwords openly.

3.3 Physical access to the Client Environment

If the SUPPLIER needs to access the Internet while in
SANOFI territory, the SUPPLIER shall refrain from using
the SANOFI LAN if SANOFI does not provide the
relevant equipment. If such equipment is not provided by
SANOFI, the SUPPLIER is strictly prohibited from using
the SANOFI LAN, but can use the Wi-Fi guest network by
requesting an access code from SANOFI.

3.4 Physical Access Controls to Client Data

The SUPPLIER shall apply and maintain reasonable
restrictions on physical access to Client Data, including a
procedure establishing how to restrict physical access.

The SUPPLIER shall maintain a log of any physical access
to Client Data locations.

35 Control of logical access to Client Data
If the SUPPLIER places, processes, transfers, or collects
Client Data:

. The SUPPLIER shall document, implement,
maintain and update appropriate security measures
that ensure that the SUPPLIER will use Client
Data or access Client Data solely upon SANOFI's
express request or approval, and if there is a
reasonable established business need confirmed
by SANOFI;

. the credentials for the logical access to the Client
Data shall be strictly limited to the authorized
personnel of the SUPPLIER,;
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. IIOCTABIIIMK o06s3aH  BecTH ydYeT BCErO

aBTOPU30BAHHOTO  JIOTHYECKOTO  JIOCTyHa K
Janueiv Kinenra.
[IOCTABILIMK  pmomkeH BeCTH CIHCOK  CBOEro

[lepconana, KOTOpBI WMeN U (WJIM) HWMEET AOCTYI K
HanabpiM  KiMeHTa ¢ HMCMONB30BAHUEM BHEIIHUX H

BHyTpeHHUX mnoiHomouuit poctyma. IIOCTABHIUK
00s13aH IIPENOCTABIISTH JOKYMEHTaJIHO
NOATBEP)KICHHBIE  JOKAa3aTeNbCTBA IO 3alpocy
CAHO®U.

N ITOCTABIIUK, 1 CAHO®U momKHEI TapaHTHPOBATH,
910 (i) TOJBKO YHMOJHOMOYEHHBIA TIEPCOHAT MOXKET
MONYYHTh A0oCTyN K Ycmyram u (mnu) Hanneim Knnenra
WIM WCTONB30BaTh MX; (i1) BeAeTcs ydeT omepanui Mo
CO3JIAaHHIO, W3MCHECHUIO W JICAKTHBAIUM IMOJTHOMOYMH
OJIb30BaTEIICH; (ii1) TI0JIb30BATEIIN MIPOXOMST
MPaKTUYeCKOe O0y4eHHUE J0 COTNIACOBAHMS MX 3allPOCOB
Ha jgoctym;, (iv) YPOBHH TIOJHOMOYHMM sl JOCTyTa
COOTBETCTBYIOT 00SI3aHHOCTSIM U POJIM B CHCTEME.

3.6 Kontpoan Jjoruveckoro aoctyna K CeTsIM
CAHOO®U

Ecan Ilepconan IIOCTABHIUKA  ocyumiecTBisieT

yIaJCHHYIO YCTaHOBKY, o0cCy)KUBaHUE WITH

aJIMMHUCTPUPOBAHUE KaKOT0-1100 O00pymOBaHMS:

o [MOCTABIIUK  o00s3a1  AOKyMEHTHPOBATh,
BHEJPATh,  TOMJEPKUBaATH U OOHOBISTH
HaJJIeKaIUe Mepbl o0ecrieueHus: Oe30MacHOCTH,
KOTOpPBIC TapaHTUPYIOT, 4To ero [lepconan Oymet
nmonydath noctyn k O6opynoBanuio Kimenra
UCKIIIOYUTENBHO N0 npaMoMmy 3arpocy CAHOOU
WIH C ero OJ00peHHs, a TaKkKe NPH HaJIUYUU
000CHOBaHHON YCTaHOBJICHHOU EJIOBOM
notpedHoCTH, IoaTBepx)AeHHoi CAHODU.

. Tonbko YIIOJIHOMOYEHHBIHI [Tepconan
I[NOCTABIIMKA nomxen umets Koaer moctyma
K ceTsim CAHOOUN.

Hns okazanus Ycnyr INIOCTABHIUMKY moxer ObITh
npenocTasiieH yaaneHHbli noctyn k Cpene Knnenra.

Tt mpenocrasnenus [IOCTABIIMKY nocryna k Cpene
Knuenra CAHOOU JIOJKEH MPEIOCTaBUTD
[NOCTABIIUKY OJVH 1581051 HECKOJIbKO
WJCHTU(QHUKATOPOB W OJWH WU HECKOJBKO Tapojen
(manee coBmectHO — «Koasbl noctynay). [IOCTABUINK
noJkeH oOpamathkest ¢ Komamu goctyna xak co CTporo
KOHQUJICHIIMAILHOW ~ WHpOpPMaled © He JIOJDKEH
pasriamark WM nepenaBaTh Koasl JOCTyma CBOEMY
[lepconany winu TPETHUM JIHIIAM.

[NOCTABIIUK o06s3an ucnons3oBare Komwl gocryma
TOJBKO B MENAX U B TCUCHHUE CPOKA, HEOOXOIUMOTO IS
OKa3zaHus YCIOyr, U NPEeAIpUMET BCE Pa3yMHBIC MEpHI,

. The SUPPLIER shall maintain a record of all
authorized logical access to Client Data.

The SUPPLIER shall maintain a list of its Personnel who
had and/or have access to Client Data using external and
internal access authorities. The SUPPLIER shall provide
documented evidence as requested by SANOFI.

Both the SUPPLIER and SANOFI shall ensure that
(i) only authorized personnel can access or use the
Services and/or Client Data; (ii) records are kept of
operations to create, modify, and deactivate user
permissions; (iii) users receive hands-on training prior to
agreeing on their access requests; and (iv) the levels of
access permissions are consistent with responsibilities and
roles in the system.

3.6 Logical access control to SANOFI networks

If the SUPPLIER Personnel performs remote installation,
maintenance or administration of any Equipment:

. The SUPPLIER shall document, implement,
maintain, and update appropriate security
measures to ensure that its Personnel will only
access the Client's Equipment at Sanofi's express
request or with SANOFI's approval and if there is
a reasonable established business need confirmed
by SANOFI.

. Only authorized SUPPLIER Personnel shall have
SANOFI Network Access Codes.

For the provision of the Services, the SUPPLIER may be
granted remote access to the Client Environment.

In order to provide the SUPPLIER with access to the
Client Environment, SANOFI shall provide the
SUPPLIER with one or more identifiers and one or more
passwords (collectively, “Access Codes™).
The SUPPLIER shall treat the Access Codes as strictly
confidential and shall not disclose or transfer the Access
Codes to its Personnel or third parties.

The SUPPLIER shall use the Access Codes only for the
purpose and for the period necessary for the performance
of the Services and shall take all reasonable steps to warn
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4yT008!I npeaynpeauts CAHO®U o mo0bIx HApYIICHHUSX B
pabote Cpenst KinveHTa mim ee coepkuMoro.

Ecmm TIOCTABHIUMK Oymer pacrpocTpaHATh WIIH
ucnonb3oBaTh 3TH Kogpl noctynma cnoco0oMm, KOTOpHIH
CUUTACTCS MPOTUBOPEHAIINM ITOJIOKECHUSM HACTOSIIETO
Cornamenusi, CAHO®U MoxeT o cBoeMy yCMOTPEHHUIO
oro3Barb Koapl  jmocTyma, TNPHOCTaHOBUTH  WIIH
pacTopruyTh Hactosimee CoriameHue M0 NpUYUHE
HECOOIOACHUS €r0 YCIOBUM.

[NOCTABIIUK mnpusnaer, uro CAHO®OU wmoxer
koHTponupoBath nesrensbHocTh [IOCTABIIMKA B
Cpene Kimmenta mo ycmorpermo CAHOOU B
cooTBeTcTBUHU C IIpuMEHNMBIM 3aKOHOAATENBCTBOM, KaK
ykazano B mnonutuke CAHO®U mno wucnonb3oBaHHIO
nHpopMarmonHbix  texHoioruit (UT) w  pemenuii,
KOTOpass IMEPHOANYECKH OOHOBIISETCS, 3aMEHSeTCs
u (mmm) gomonasercs CAHO®DU.

[NOCTABIIHMK mnonreepkaaeT MNOIy4eHHE YKa3aHHOM
MOJIMTUKN [0 MPEJOCTAaBICHUSI KaKOro-nmmbo rocTyma K
00BEKTY U COTJIAIIAETCs C YCIOBUSIMH TaKOT'O KOHTPOJIS.

[NOCTABIIHK nHecer eauHONMYHYIO OTBETCTBEHHOCTb
3a ucnonb3oBanre Kogos nocryna TpeTbumu TUiaMu Witn
3a UX JOCHCTBUSA ¢ HUMH (C IICIIBI0 MOITICHHWYECTBA HIIH
uHoii uenpto). [TOCTABIIUK o006s3yercs orpaxaarhb
CAHO®U ot moOblXx npeTeH3ud Wiau  YOBITKOB,
CBSA3aHHBIX C HCHONb30BaHueM KomoB 1ocTtyma wiH
ucnonb3oBanueM Cpenbl KimeHTa wiv 1OCTYymoM K HEH
WU BO3HHUKAIONIUX B pe3yibTaTe JIOOBIX JCHCTBUH,
coepmraeMbix B Cpene Kimenta wumm mocpencTBom
Cpenst Knuenrta ¢ wucnons3zoBaHueM KomoB poctyma.
Kpome toro, CAHO®HM He mmeeT 0053aTE€ILCTB WIH
TEXHUUYECKUX CPEICTB Ui TPOBEPKH JUYHOCTH I,
ucnons3ytomux Koasl noctyna. Ecnun y IIOCTABIIIUKA
€CTh OCHOBaHHUs Tojaratb, 4to ero Konabl mocTyma
HCIIONIB3YET MTOCTOPOHHEE JIUIIO, OH JIOJDKEH HEMEIJICHHO
coobmuth 00 »3toM CAHO®U. Bce nelictBus,
COBEpIIICHHBIE ¢ moMoIIpio KomoB goctyma, cuuTaroTcs
BoinojgHeHHbIMU [IOCTABIIUKOM.

3.7 KonTpoas (puznveckoro
nomemenua CAHO®U

A0CTyna B

Ecmu ynpasnenue nomemienusivu CAHO®U niepenaercs
Ha ayrcopcunr IIOCTABIIUKY:

. ITOCTABIIHMK 00s13aH IIPUMEHSATh u
MOJIepKNUBaTh OOOCHOBAaHHBIE OTPAHWYCHHS Ha
¢usnyeckuii gocTyn kK nomenieHusM KiimeHra,
BKJII0Yasi IPOLIEAYPY, YCTaHABIMBAIOIIYIO CIIOCO0
orpaHuueHust GU3NIECKOTrO JOCTYIA;

. IIOCTABILHMK o006s13aH BecTH >XypHaJl KOHTPOJIS
mo00oro (pM3NYECKOro AOCTyNa B IIOMEIICHHUS
CAHO®MU.

SANOFI of any irregularities in the Client Environment or
its contents.

If the SUPPLIER distributes or uses these Access Codes in
a manner deemed to be in conflict with the provisions of
this Contract, SANOFI may, in its sole discretion, revoke
the Access Codes, suspend or terminate this Contract for
failure to comply with its terms.

The SUPPLIER acknowledges that SANOFI may control
the SUPPLIER’s activities in the Client's Environment at
SANOFI's discretion in accordance with the Applicable
Laws as specified in  SANOFI's Information
Technology (IT) and Solutions Policy, which is updated,
replaced and/or supplemented by SANOFI from time to
time.

The SUPPLIER shall acknowledge receipt of said policy
prior to granting any access to the facility and agrees to the
terms of such control.

The SUPPLIER shall be solely responsible for the use of
the Access Codes by or with Third Parties (for fraudulent
or other purposes). The SUPPLIER undertakes to
indemnify SANOFI from and against any claim or loss
arising out of or in connection with the use of the Access
Codes or the use of or access to the Client Environment or
arising out of any action taken in or through the Client
Environment using the Access Codes. In addition,
SANOFI has no obligation or technical means to verify the
identity of persons using the Access Codes. If the
SUPPLIER has reason to believe that his Access Codes are
used by an unauthorized person, he must immediately
inform SANOFI. All actions performed using Access
Codes shall be deemed to have been performed by the
SUPPLIER.

3.7 Controlling physical access to the SANOFI

premises

If the management of the SANOFI premises is outsourced
to the SUPPLIER:

. The SUPPLIER shall apply and maintain

reasonable restrictions on physical access to the

Client's premises, including a procedure
establishing a method of restricting physical
access;

. The SUPPLIER shall maintain a logbook to
control any physical access to the SANOFI
premises.
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3.8

Pernchaunﬂ U KOHTPOJIb 10CTyla

[TOCTABIIMK nomxeH perucTpupoBaTh BCE NCHCTBHSI,
CBsA3aHHbIE ¢ JocTynoM K JlanHbiM KiuenTa, BKiIroyast
3anpockl Ha AocTyM. Cpok XpaHeHUs Takol HH(pOopMauu
JOJDKEH COOTBETCTBOBATH MECTHBIM HOPMATHBHBIM aKTaM
u cornacoBeiBaTbcsa ¢ CAHODU.

3.9

JocTyn TpeTbuXx JIML

[NOCTABIIHUK =He nomkeH npenocTaBisTh HUKaKUM
Tperpum mutiam moctyn k [lanaemv mwn Cpene KimenTa B
unppactpykrype [IOCTABIIUKA niu CAHOOU

0e3 MmpeaBapUTEILHOrO MMCHBMEHHOTO pa3pelieHus
CAHOODU.

3.10

IHocTosannslii noctyn k lanabivm Kinuenta

I[NOCTABIIHMK momxen odecreunBaTh JOCTYII
CAHO®MU k anubiM KiineHnTa Ha NpOTSHKEHUH BCETO
CpOKa OKa3aHMs Y CIyT B 3apaHee COIJIACOBAHHOM C
CAHO®U dopwmare.

4.

4.1

Be3onacHOCTh MPUIOKEHHH

HNurerpupoBanue UH(pOpMALMOHHOM
0e30macHOCTH B pa3padoTKy NPHI0KeHU I

Ecmu I[TOCTABIIMK cunraercs pazpaboTyrkom /
MTOCTABIUKOM / HHTETPATOPOM TPHIIOKEHUS,
I[NOCTABIHK o6s13aH 00ecrieunTs peanrn3amnto
CIeIYIOmUX Mep (TOMHUMO MPOYETO):

I[TOCTABIIMK o00s3aH WHTETPUPOBATH HA BCEX
dTamax  JKU3HEHHOTO  IMKJIA  pa3paboTKu
MIPHIIOKEHUS TpeOOBaHMUS, Kacarolrecs
WHQOPMAITMOHHON 0€30MacHOCTH TPUIIOKEHUS C
TOYKH 3peHUs KOH(UICHIINATBHOCTH,
[EIOCTHOCTH, JOCTYITHOCTH U OTCIICKHUBAEMOCTH;
I[TOCTABIIIHMK 00s13aH I10JIaraThCs Ha
nepeaoBon OIIBIT OTKpPBITOTO MpoeKTa
obecrieyeHns: 0€30MACHOCTH  BeO-TIPHUIIOKECHUH
(OWASP) B obnactu 3amuiieHHON pa3paboTKu
MIPUIIOKEHU;

IOCTABILUK o06s13an otaenuts cpeny (cpeasl)
pa3paboTKN TPWIOKEHWH OT Ccpenbl (cpen)
IIPOU3BOJICTBA NPUIIOKEHUH;

MNOCTABIIHUK o06s3a1 obecnieuuTh JOCTYH K
cpede pa3pabOTKM M MPOHM3BOACTBA C YYETOM
MEPEeZIOBOT0 OMbITa M O0ECHEeUUTh pasJieiieHue
00s3aHHOCTEH;

ITOCTABILMK o06s13an o0ecnieunTs (1) aHAIH3 U
OIICHKY WCXOJHOTO KOJia TMpPIJIOKEHUS Ha
mpeIMeT HaJIWYUs B HEM OIMyOJIMKOBaHHBIX
XOPOIIIO HU3BECTHBIX YSI3BUMOCTEH B HCXOIHOM
KOJA€ C TOYKH 3peHus HH(PpOPMAINOHHON
OesomacHoct; u  (il)  OTCYTCTBHE  KOJa,
MPEeIHA3HAYCHHOTO I TIOBPEXICHHUA NaHHBIX

3.8

Registration and Access Controls

The SUPPLIER shall record all actions associated with the
access to the Client Data, including requests for access.
The period of storage of such information must comply
with local regulations and be agreed with SANOFI.

3.9

Third party access

The SUPPLIER shall not grant access to the Client Data or
Environment in the SUPPLIER's or SANOFI's
infrastructure to any Third Party without the prior written
permission of SANOFI.

3.10

Uninterrupted Access to Client Data

The SUPPLIER shall provide SANOFI with access to
Client Data for the duration of the Services in the format
previously agreed with SANOFI.

4.

4.1

Application Security

Integration of information into

application development

security

If the SUPPLIER is considered to be the
developer/supplier/integrator of the application,

the SUPPLIER shall ensure that the following measures
are implemented (among others):

The SUPPLIER is obliged to integrate at all stages
of the application development life cycle the
requirements related to the application
information security in terms of confidentiality,
integrity, availability and traceability;

The SUPPLIER is obliged to rely on the best
practices of the Open Web Application Security
Project (OWASP) in the field of secure
application development;

The SUPPLIER shall separate the application
development environment(s) from the application
production environment(s);

The SUPPLIER shall ensure access to the
development and production environment taking
into account the best practices and ensure the
division of responsibilities;

The SUPPLIER shall ensure that it (i) analyzes
and evaluates the source code of the application
for the presence of published well-known
vulnerabilities in the source code from an
information security perspective; and (ii) there is
no code designed to damage data or adversely
affect the performance of computer systems
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WM  HeOJNAarompusTHOTO  BO3JCHCTBHA  Ha
MPOM3BOAUTEIHHOCT KOMITBIOTEPHBIX ~CHCTEM
(BxITIO9ast MOOBIE BHPYCHI, YEPBH, «IOTHUECKUE
OOMOBI»,  OTKJIIOYAIONIUE  KOXbI,  O3KIOPHI,
MOANIPOTPAaMMBI WM CPOKH  JICHCTBHS).
TTIOCTABIIHK JTOJDKEH MIPEIOCTAaBUTh
CAHOOU o €ro 3ampocy o0BIe
JI0Ka3aTesIbCTBA MIPOBEICHHOTO aHAIIN3a;

. INOCTABIIUK nomxeH cTporo KOHTPOJIUPOBAThH
JIOCTYT K HCXOJTHOMY KOy TPHIIOKEHHUS;

J INOCTABIIMK 00s3aH IPOBOJWTH IPOBEPKY
MPEIOCTABIICHHOTO TNPWIOKCHUS Ha HaJIHMYUe
YSI3BUMOCTEW HE peke OJHOTO paza B Toll W B

mo0OM cilydae [0 3amycka IPWIOKECHHS.
ITOCTABIIIMK JOJDKEH MPEJOCTaBUTD
CAHO®U  mo ero  3ampocy  JitOObIe

JIOKA3aTeNIbCTBA TIPOBEICHHS TAKOW TIPOBEPKH;

. I[TOCTABILMK JOJDKEH 00eCIIeunTh
0€30MacHOCTh CPeJIbl TECTUPOBAHMUS U Pa3pabOTKH
Ha TOM € YpPOBHE, 4YTO U 0e30MacHOCTh paboueit

CpeIIbL;
. INOCTABIIMK nomken obecreyuTh HAIUYHE B
TIPHIIOKEHUN BO3MOXHOCTH OTpaHUYCHHS

noctyna k JanaeiM Kiumenra (moctynm TosbKO
ABTOPHU30BaHHBIM 0JIH30BATEISIM);

. ITOCTABIIIMK JIOJDKEH o0ecrneunThb
PETUCTPALMI0 TNPWIOKEHHEM BCEX  CIIydacB
nosy4yeHus noctyna K Janueim Knuenra.

4.2 Oo0cayxxuBaHue U MOJIEPIKKA MPUIOKEHHI
I[NTOCTABIIUK o06s3an pa3pabaTsiBaTh, 00CIyKUBaTh U
MOJIEP’)KUBATh CBOE MPWIOKEHHUE W  IOCIEIYIOIIHe
OOHOBJICHHUS, HOBBIE BEPCHH W HUCIPABICHUS OIINOOK
TakuM 00pa3oM, 4TOOBI PUIIOXKEHHE OBIJIO U OCTABAIOCH
3alIMIICHHBIM OT U3BECTHBIX ysa3BUMocTell. Hu nmpu kakux
00CTOSITENILCTBAX TaKhe OOHOBJICHUS, HOBBIE BEPCHUH H
WCTIPaBJICHUs OMIMOOK HE MOTYT CHIXKAaTb O€30MaCHOCTh
Yenyr unmn Janusix KiuenTa.

MNOCTABIIUK o6s3yercs mpenocraute CAHODU
yBeZioMJIeHne He MeHee 4eM 3a 30 (Tpuanath) THeH, eciau
Kakoe-1100 0OHOBJIEHHE, HOBAsl BEPCHS HJTU UCTIPABIICHHE
omurbOOK B €ro MNPWIOKEHHUSX WIH HHOOPMAIMOHHON
Cpeac MOXET MPUBECTHU WM NPUBEACT K IMOCICACTBUAM
Uil moJnb3oBatenss  Ycmyr  (ckaxkercss Ha o pabote
TOJIB30BATENA, MPUBEAET K HEOCTYITHOCTH YCIYTH U T. [I.)

4.3 Oobecneuenne 0TKAa30yCTOHYNBOCTH
NPHJIOKEHU I

ITOCTABIIHK 00s13aH 00ecCIeunTh, 9TOOBI

MPEeI0CTaBIIsIeMOE UM NPUIIOKEHHE OBLIO

OTKa30yCTOWYUBBbIM. K 3TUM MepaM MOI'yT OTHOCHTHCH,
IIOMHMMO IIPOYEro, CIEAYIOUIHE:
o JleaKTUBAIUsl HEUCIIONIB3YEMBIX MIIU YCTapeBIINX
CEpBUCOB WM (PYHKIHI TPOTPaMMBbI;

(including any viruses, worms, “logic bombs,”
disabling codes, backdoors, subroutines, or
expiration dates). The SUPPLIER shall provide
SANOFI, upon request, with any evidence of the
analysis performed;

. The SUPPLIER shall strictly control access to
application source code;

. The SUPPLIER is obliged to scan the provided
application for vulnerabilities at least annually and
in any case before the application is launched.
The SUPPLIER shall provide SANOFI upon
request with any evidence of such inspection;

. The SUPPLIER shall ensure the safety of the
testing and development environment at the same
level as the safety of the working environment;

. The SUPPLIER shall ensure the availability in the
application of the possibility of restricting access
to the Client's Data (access only to authorized
users);

. The SUPPLIER shall ensure that the application
registers all access to the Client Data.

4.2 Maintenance and Support of Applications

The SUPPLIER shall develop, maintain, and support its
application and subsequent updates, new versions, and bug
fixes so that the application remains protected from known
vulnerabilities. In no event may such updates, new
versions or bug fixes compromise the security of the
Services or Client Data.

The SUPPLIER shall provide SANOFI with at least thirty
(30) days' notice if any update, new version, or bug fixes to
its applications or information environment may result in,
or result in, consequences for the user of the Services
(affecting the user's performance, making the service
unavailable, etc.)

4.3 Application fault tolerance assurance

The SUPPLIER shall ensure that the application provided
by him is fault-tolerant. These measures may include, but
are not limited to, the following:

. deactivation of unused or outdated services or
functions of the application;
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o U3MEHEHWEe  Tapoiied  aJIMUHHCTpaTopa o
YMOITYaHHIO;
o MO0 BO3MOXHOCTH, TPHIOKEHHE HE IOHKHO

collepkaTh B ce0e HEKOHTPOIUPYEMBIN NCXOIHBIN
KO/, TOMOJIHCHUS WU TUIaruHbI,

o CTporuit KOHTPOJIb 3a HN3MEHEHHEM
KOH(UTYpaIHU.
4.4 /lanHbIe 0 pa3padoTke

B cnyuae, xorma IIOCTABIIUK (wmu ero Ilepconan)

CUUTAETCs pa3paboTInKoM / MOCTABIIUKOM /

WHTETPaTOPOM MPUI0KEHHUSL:

J pa3paboTUMK  JOJDKEH  HCIONB30BaTh WK
nonyyate  goctyn Kk JanmneiM  KineHra

UCKJIIOYUTENBHO 10 npaMoMmy 3arpocy CAHOOU
WIA C ero onoOpeHus, a TakkKe NpU HaJTMYUH
000CHOBaHHOM YCTaHOBJICHHOU bi (N (0):10)5
notpedbHoCcTH, monTBepxkaeHHo CAHOOU; a
TaKxke

. B cpelle pa3pabOTKM M WCHBITAHUHA JIOJKHEI
HCIIOJIB30BaThCS NICEBI0AHOHUMH3UPOBAHHbIE
WA 00€3INYEHHBIE JaHHBIE.

5. Bbe3zonacHocthb Jlanubix Kitnenra

51 3amura Jlanabix Kimenra

[NTOCTABIIUK o06s13an obecnieunts muppoBaHUE BCEX
Hannbix Knuenra Bo BpeMs mepeliaud BHE 3aBUCUMOCTH
OT TOTO, OTIIPABIISIFOTCS JIM OHU Y€Pe3 HHTEPHET UIH HHBIM
o0Opa3om.

ITOCTABILUMK o06s3an 3amumarh Bce Jlanasie Kinenra,
XpaHspecs B 0a3ax JaHHBIX, HA CepBepax WJIU JAPYTuX
(opMax HEMOOWIIBHBIX YCTPOWMCTB, OT BCEX pa3yMHO
OKUIaeMbIX (QOpM B3JIOMa C TIOMOINBI0 IH(POBaHUS,
KOHTPOJISL JIOTHYECKOT'O JIOCTYIMA WU JAPYTUX HaJIeHBIX
Mep obecriedeHns Oe30MacHOCTH.

IMepconanbhble aaHHble KIiMeHTa: 1O BO3MOYKHOCTH,
[NOCTABIIMK mgomxen mmbo 3amudpoBaTh Bce
HepCOHaﬂBHBIe JAaHHBIC, XpaHANIUECd B HCAKTUBHOM
COCTOSIHUH, C OT/ACTBbHBIM yIpaBICHHEM KIIOUaMH, JTUOO
00e3nnyuTh WX, B pe3yJbTaTe dYero IMOBTOPHAs
HACHTH(QUKALNSA CTAHET HEBO3MOXKHA.

Ecmu  xakwe-nmubo Jlanueie KimeHta XxpaHATCS Ha
KaKkoM-TH00 MOOMIIBHOM YCTPOMCTBE (BKIIHOYAst, TOMHUMO
MIPOYETro, TMOPTATUBHBIE KOMITBIOTEPHI, KOMITAKT-IHCKH,
[JIAHIIETHBIE KOMIIBIOTEPHI, BHEIIHUE ECTKUE IHCKH,
pe3epBHBIE MAarHUTHBIE JIGHTHI W (WJIH) CHEMHBIC
JTUCKETHI), TakWe  JaHHbIE  JOJKHBI  OBITh B
3amupOBaHHOM BHUJIE.

. changing the default administrator passwords

o if possible, the application should not contain
uncontrolled source code, add-ons, or plug-ins.

. strict control over configuration changes.

4.4 Development data

Where the SUPPLIER (or its Personnel) is deemed to be
the developer / supplier / integrator of the application:

o the Developer shall use or access the Client Data
only upon SANOFI's express request or approval
and when there is a reasonable established
business need confirmed by SANOFI; and

. pseudo-anonymized or anonymized data shall be
used in the development and test environment.

5. Security of Client Data

51 Protection of Client Data

The SUPPLIER shall ensure that all Client Data is
encrypted during transmission, whether sent over the
Internet or otherwise.

The SUPPLIER shall protect all Client Data stored in
databases, servers or other forms of non-mobile devices
from all reasonably expected forms of hacking by means
of encryption, logical access control or other reliable
security measures.

Client Personal Data: If possible, the SUPPLIER shall
either encrypt all Personal Data stored in an inactive state,
with separate key management, or anonymize them,
making re-identification impossible.

If any Client Data is stored on any mobile device
(including but not limited to laptops, CDs, tablets, external
hard drives, backup tapes and/or removable floppies), such
data shall be encrypted.
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5.2 PesepBHoe xonmupoBanue /lannbix Kamenra n

KOH(UIypauuu cucTeMbl

B cootBercTBuu ¢ IlpodeccrmoHanbHBIMA CTaHIAPTAMHE
[TOCTABILMK pmomkeH Ha peryasipHOM OCHOBE
BBINOJHATh pe3epBHOe KomupoBaHue JlanHwix Kiuenra,
cooTBeTcTBYIOMIero JKypHana KOHTPOJIs U KOH(DUTYparun
CUCTEeMBI. Pe3epBHBIC KOIMHU JIOJDKHBI OBITh 3aIUIICHBI OT
aTak ¢ KpUMITOOJTOKUPOBKOM.

[NOCTABIIMUK nmomkeH co3naBaTh Kak MHUHHMYM JIBE
pe3epBHBIC KOMUH B Pa3IMYHBIX (PU3WYECKU YAaICHHBIX
APYT OT JIpyra MecTax.

Bce PE3CPBHLIC KON NOJI?KHBI OBITH 3aHII/I(1)pOBaHI)I.

I[TOCTABIIMK JOJIKEH MIPOBECTHU MIPOBEPKY
BO3MOXKHOCTH BOCCTaHOBJICHHS JaHHBIX 32 3 (TpH) rojia u
NPEAOCTaBUTh CAHOOU COOTBETCTBYIOLLEE
JOKYMEHTAJIbHOE MOATBEPKICHHE.
o Ecmn 3HAYUTEIBHOE WUT-u3menenne B
KOMITBIOTEPU3UPOBAHHON CHCTEMe BIUSET Ha
¢byHKUMOHANBHOCTE / Yeayrm / mapaMeTpsl

PE3EpPBHOTO  KOMHMPOBAaHUS ¥  BO3MOXKHOCTHU
BOCCTaHOBJIEHUS, I[TIOCTABIIMUK  gomxeH
MPUMEHUTH mpoiiecc yIIpaBJICHUS
NT-uzmeneHussMu (kak OIKCaHO B

pasnene 1.9 «Yopasneane  UT-uzmeneHUSMIN)
HACTOSIIIETO JOKYMEHTa) W TPOBECTH HOBYIO
IPOBEPKY BO3MOKHOCTH BOCCTAHOBIICHUSL.

. ITo 3ampocy CAHO®U TIOCTABIIUK nomxen
NPEOCTaBUTh JOKYMEHTAIBHOE TOATBEPIKICHHE
Hayana W 3aBEpLICHUs 33JaHusl M0 PEe3CPBHOMY
KOITMPOBAHHIO B COOTBETCTBHH C TUIAHOM.

5.3 Orpannvyenue Ha HcNoJb3oBaHue TperbuMu
JHIAMHU

Huxakue [lannpie Knuwenta He MOryT OBITH TPOJAHBL,
Mepeslanbl, CAaHbl B apeHAy TpeTbUM JUIaM WA WHBIM
obpazom CTaTh 00BEKTOM pacTopsKEHUs
ITOCTABILIMKOM WA HUCTIOIB30BATHCS B
komMmepuecknx nensx [TOCTABIIWMKOM wmm ot ero
MMEHH.

6. Be3onacHocth Ilepconajia

6.1 Pa3nesnenne ooszannocreii B odnactu UT
[NOCTABIIMK o6s3a0  peanu3oBaTh  pasleleHHe
00s3aHHOCTEH B 001aCTH UH(POPMAILIHOHHBIX TEXHOJIOTHH.
[NOCTABIIUK o00s3aH  pa3gensaTh 3amadd  CBOETO
[lepconana B COOTBETCTBHMM C UX JODKHOCTHBIMH
0053aHHOCTSIMHU.

5.2 Backup of Client Data and System
Configuration
In accordance with the Professional Standards,

the SUPPLIER shall regularly back up the Client Data, the
relevant Audit Trail and the system configuration.
Backups must be protected against cryptoblocking attacks.

The SUPPLIER shall create at least two backups in
different physically separated locations.

All backups must be encrypted.

The SUPPLIER shall check the recoverability of the data
in three (3) years and provide SANOFI with the relevant
documentary evidence.

. If a significant IT change to a computerized
system affects the functionality /
Services /Backup and Recovery Options, the
SUPPLIER shall implement an IT Change
Management process (as described in Section 1.9,
IT Change Management, of this document) and
conduct a new Recovery Verification.

. At the request of SANOFI, the SUPPLIER shall
provide documentary evidence of the beginning
and completion of the backup task in accordance
with the plan.

5.3 Restriction on use by Third Parties

No Client Data may be sold, transferred, leased to Third
Parties or otherwise disposed of by or on behalf of the
SUPPLIER or used for commercial purposes by or on
behalf of the SUPPLIER.

6. Personnel Safety

6.1 Segregation of IT responsibilities

The SUPPLIER shall implement the division of
responsibilities in the field of information technology.
The SUPPLIER shall share the tasks of its Personnel in
accordance with their duties.
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6.2 IIporpamma  oOyuenus u
0CBeJOMJICHHOCTH B

HH(OPMANMOHHOI 0e30MaACHOCTH

MOBBLINICHUS
00J1aCTH

B teuenue cpoka nevictBust Cornamenust [IOCTABIIUK
00s13yeTcsl TPOBOIUTh W TOAJEPKUBATH B aKTyaJbHOM
COCTOSIHMHM TIpOTpamMMy OOy4deHHs W HH()OPMHPOBAHUS
cBoero Ilepconana OTHOCHTENIBHO WX 00S3aTENBCTB IO
obecriedeHnI0 HHOOPMAITMOHHOH 0€30TTaCHOCTH.

Ecmm ITOCTABIIMK OCYIIECTBISIET coop,
MPeIOoCTaBIICHUE, XPaHCHUE, mepenady wiu o0paboTKy
KakuM-In6o obpazom Jlanapix Knmenra, sta mporpamma
JOJDKHA  COJEpXaTh pa3lieN, TOCBSIICHHBIN 3aruTe
Haunapix Kouenta. IIOCTABIIMK 00s13aH 06ecnieynTh
peryisipHOe y4yacTUe B TaKOW MpOrpaMMe BCEro CBOETO
[lepconana, MpUHUMAIOIIETO yYacTHE B MPOEKTE U (TITH)
OKa3aHUU Y CIyT.

6.3 OcBoboxneHue Iepconaiom
HHOCTABIHIUKA cBoero padouero Mmecra

[Ipu pacropkeHHH 1O KaKOW-THOO TPUYMHE IOTOBOPA,
cempBatoriero  Ilepcoman u  [IOCTABILUKA,
I[NOCTABIIHMK 06s13aH rpaMOTHO OPraHU30BaTh MPOIIECC
OCBOOOXICHUSI COTPYIHHKOM CBOETO pabodero Mecra ¢
TOYKH 3peHUs UHPOPMALTMOHHOH 0€30MaCHOCTH.

K »TuM mepam MOTYT OTHOCHUTHCS, TIOMHMO TIPOYETO,
CJIEYFOIIHE:
° MpaBUIbHAS JIEAKTHBAITUS BCEX JIOTMUECKHX H
¢u3nYecKnX yueTHBIX JaHHbIX [lepcoHana;

o Bo3BpaT Bcero OOopymoBanus u JlaHHBIX
Knmenra;
. ecin Jlannapie KnvenTa mo kakoif-mu0o npuinHe

XPaHWIKCH JIOKAJIBLHO Ha paboyvel CTaHIINY WIIN
MoOmIbHOM ycTpoiicTe [lepconana, naHHbIE C
’KECTKOTO JTUCKA U (WIIN) 3aITOMUHAIONITHX
YCTPOMCTB JOJKHBI OBITh TAPAHTUPOBAHHO

CTEPTHI.

7. Pacrop:xxenue CoryjaneHus

7.1 Bo3Bpart, yHHUTOKEeHUEe WM caHanusl JJaHHBIX
Kauenra

Ecnmm wHOe He mpemycMOTpEHO 3aKOHOM — WIIH

HOPMAaTHUBHBIMU aKTaMH, MPH pacTopkeHnn CoriameHns
no oboir npuunHe [IOCTABIIMK npekpamaer
oOpabotrky mro0bix [lanHpix KimeHta oT wMeHH
CAHO®H wu, no Beioopy CAHO®DU, nmubo Bo3Bpamiaer
CAHO®U Bce [aunsie Knuwenra m moOble MX KOIHH,
KOTOpbIe OH 00pabatkiBaeT, 00padoTan win odpadaTsiBa
or umenn CAHOO®OU B ¢dopmare, cormacoBaHHOM C
CAHO®U, nu6o yuuurokaer Jlanusie Kimenrta mo
tpeboBanuio CAHO®U nnu canupyer NaHHBIE B Cpeie
[TOCTABIIMKA u mnpenocTaBisieT I0Ka3aTelbCTBA

6.2 Training and awareness raising program on

information security

During the term of the Contract, the SUPPLIER
undertakes to conduct and maintain an up-to-date program
of training and informing its Personnel about their
obligations to ensure information security.

If the SUPPLIER collects, provides, stores, transfers or
processes in any way the Client Data, this program shall
contain a section devoted to the protection of the Client
Data. The SUPPLIER shall ensure that all of its Personnel
involved in the project and/or the provision of Services
participate in such a program on a regular basis.

6.3 SUPPLIER's

workplace

Personnel  vacating their

In the event of termination for any reason of the contract
linking the Personnel and the SUPPLIER, the SUPPLIER
shall competently organize the process of the employee's
vacation of his workplace from the point of view of
information security.

These measures may include, but are not limited to, the
following:
o correct deactivation of all logical and physical
credentials of the Personnel;

. return of all Equipment and Client Data;

. if Client Data has for any reason been stored
locally on a workstation or mobile device of the
Personnel, the data from the hard disk and/or
storage devices shall be guaranteed to be erased.

7. Termination of the Contract

7.1 Return, Destruction or Sanitation of Client

Data

Unless otherwise required by law or regulation, upon
termination of the Contract for any reason, SUPPLIER
shall cease processing any Client Data on behalf of
SANOFI and, at SANOFI's discretion, either return to
SANOFI all Client Data and any copies thereof that it
processes, has processed or has processed on behalf of
SANOFI in a format agreed with SANOFI, or destroy
Client Data as requested by SANOFI or sanitize the data
within the SUPPLIER's environment and provide evidence
of such sanitization or destruction of Client Data within
fifteen (15) days after completion of the Services (except
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Tako caHaluu win yHuuToxkeHus [anueix Knuenra B
TedeHue 15 (MATHaAMATH) AHEH IO OKOHYAHWH OKa3aHW
Yenyr (ecnu nHOE HE MpenycMoTpeHo CoranieHueM).

7.2 Bo3zepar o6opynoBanust

[Ipu pacropkennn CornameHus 1Mo 000 MpuIuHE BCe
obopynoBanrie CAHO®U nomexuT Bo3BpaTy B TEUSHHE

30 (TpuanaT) gmHEH € MOMEHTa  PacTOPIKCHUS
Cornamenusi.
8. AyIUT ¥ KOHTPOJb _ MHGOpPMANMOHHOMH

0€30IMaCHOCTH M Ka4YeCcTBA

8.1 IIpaBo Ha npoBeaeHUe ayaIuTa

CAHOO®U wnm Ha3zHaueHHAss WM ayAHTOpcKas ¢upma
nMeer npaBo npoBoautTh ayauT IIOCTABIIUKA wu
OCYILECTBIIST JIFOOBIE MEPbl KOHTPOJISI, KOTOpBIE OYIyT
COYTEHB! HNOAXOISAIIUMH Il oOecreueHus] COOM0aeHHUS

ooszarenscTs  ITIOCTABIIMKA mnmo  obecnedyeHHIO
WHPOPMALIMOHHON OEe30MacHOCTH M KadecTBa. Jist aToi
e ITOCTABILIUK JOKEH MPEIOCTAaBUTD
npeacrasutersim CAHO®U noctyn i ueneil ayaura B
COOTBCTCTBYIOIIHEC IIOMCHICHU u O6L€KTLI u
COTJIAIIAETCS ~ MPEJOCTaBIATH  JOKYMEHTAllMI0O U
JI0Ka3aTeNIbCTBa.

Kpome toro, CAHO®U umeer npaBo NpoBOAUTH AyAHUT
cyomoapsimunkoB [TOCTABIIUKA u ux cucrem; 3TO
He ocBoOoknaer IIOCTABIIUKA ot npuHsATHS Bcex
00OCHOBaHHBIX Mep /ISl TPOBEPKH COOIIOICHHUS €ro
CyOTOIpSITIMKAMU TTOJIOKEHUH HACTOSIIErO JOKYMEHTA.

CAHO®U obecrnieynuT MUHUMAJIbHOE BMELIATEILCTBO B
nestensHOocTh [IOCTABILMKA.

OTOT BUA  KOHTPOJIA  OCYILECTBISETCS  COIJIACHO
COOTBETCTBYIOIINM monokeHusaMm Cornamenus (npu
HaJTUIUH TaKOBBIX).

8.2 HNudopmannonnas 6e30nacHOCTb

8.2.1 Excezoonasn ouenka cucmemol

uHgopmayuonnoii 6ezonacnocmu

B nononnenue k Brimeunsnoxxkennomy IIOCTABHIUK
0053aH KaXbl KaJICHJAPHBIH TOJ TpHUBIEKATh 32
COOCTBEHHBIN CYET M3BECTHYIO B CTpaHE ayAHTOPCKYIO
¢upmy, ykazanayro CAHOOU wnmm mnpenyoxeHHYIO
[NOCTABIIMKOM, nns mpoBeneHus ayanuTa, KOTOPBIA
JOJDKEH OXBaThIBaTh KaK MHHHMYM TIOJIUTUKH U
mpoueaypsl [IOCTABIIUKA B obGnactu obecrieueHus
0€30IacHOCTH, a TaKXKEe CpEeACTBAa KOHTPOJSA, BKIIOYas
0e30macHOCTh OONAYHBIX CEPBUCOB M JaHHBIX. [lo
3anpocy CAHOOU I[TOCTABIIMK 00s13aH
npenoctaButh CAHO®U xomnuio Takoro oTdeTa.

as otherwise provided in the Contract).

7.2 Return of equipment

Upon termination of the Contract for any reason, all
SANOFI equipment shall be returned within thirty (30)
days from the termination of the Contract.

8. Information security and quality audit and
monitoring
8.1 Right to Audit

SANOFI or its appointed audit firm shall have the right to
audit the SUPPLIER and to implement any controls
deemed appropriate to ensure that the SUPPLIER’s
information security and quality obligations are met. For
this purpose, the SUPPLIER shall provide SANOFI's
representatives with access for the purposes of the audit to
the relevant premises and facilities and agrees to provide
documentation and evidence.

In addition, SANOFI has the right to audit the
SUPPLIER's subcontractors and their systems; this does
not release the SUPPLIER from taking all reasonable steps

to wverify its subcontractors' compliance with the
provisions of this document.
SANOFI will ensure minimal interference in the

SUPPLIER's activities.

This control shall be carried out in accordance with the
relevant provisions of the Agreement (if any).

8.2 Information Security

8.2.1 Annual assessment of the information security
system

In addition to the above, the SUPPLIER shall engage at its
own expense each calendar year a nationally known audit
firm designated by SANOFI or proposed by the
SUPPLIER to conduct an audit which shall cover at a
minimum the SUPPLIER's security policies and
procedures and controls, including the security of cloud
services and data. Upon SANOFI's request, the
SUPPLIER shall provide SANOFI with a copy of such
report.
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8.2.2 IInam ycmpauneHnus He0OCMamKos

Ecnmu B xome ayaura OynyT BbISBICHBI Kakue-Iu00
HapymIeHUs WIM HEAOCTaTKHU B COOTBETCTBHUH C
HactosmuM  CornamieHueM WM ecl TocCie  ayauTa
CAHO®MU 6yayT nanpl peKOMEHAAINN WA BO3PAKEHUS,
[NOCTABIIHMK o06s3yercsi He3aMeUIUTEIHHO U 32 CBOM
cuer (i) peanM30BaTh IUIaH yCTPaHEHHS 3TUX HAPYIICHUN
U (W1M) HEeJOCTaTKOB; (ii) BBIMOJHHUTH PEKOMEHAALUH U
0TBETUTH Ha Bo3paxkeHuss CAHODU.

8.3 AyIuT KayecTBa

B pamkax npomecca mpeaBapUTENbHOIO OTOOpa U Ha
peryJsipHO OCHOBE, HO HE 4Yalle OJHOTO pas3a B Iof,
CAHO®U moxeT UCIONB30BaTh IPABO HA MPOBEACHHE
ayauTta (BBIC3JHOTO WJIM TI0 TIOYTE C HCHOJIb30BAaHHEM
AHKETHI).

Kpome toro, npu oOHapyKEeHHH CyIIECTBEHHBIX MPOOIeM
B OTHOIICHUN Yenyr, MPEOCTaBISIEMbIX
[TOCTABIIMKOM, ITOCTABHIUK ymnomnHoMouuBaeT
CAHO®U na mnpoBeaeHne HEOOXOMUMOU TPOBEPKU
MPUYMHBL, YTO O3BOJIUT HANTH pEIIEHUE ITUX MIPOOIIEM.

[Tocne npenocrasnenuss CAHO®U aynutopckoro otyera
[TOCTABIIMK nomxeH npeloCTaBUTh IUIaH YCTPAHCHHUS
HEJIOCTATKOB U (un) KOPPEKTUPYIOLIUX u
MIPEAYIPEXTAFOITUX JNEUCTBUN B OTHOLIECHUH
KPUTHYECKHX PEe3ylbTaTOB B TeueHHe 15 (mATHaAImAaTH)
pabounx JHE C MOMEHTa TIONy4YeHHs JH0OOTo
opummansHOoro  3ampoca  (ayJUTOPCKOTO  OTYETA,
KOHTPOJIBHOM JOKYMEHTallud ¥ T. I.). B oTHOmeHuH
ayIUTOPCKUX OTYETOB, HE COAEPKAIIUX KPUTHUYECKUX
pesynsTatoB, [IOCTABIIWK nomkeH mpenoCcTaBUTh
otBeT B TeueHue 20 (aBannaT) pabounx JHEMH.

st cuctem, perynupyeMslx 3akoHoM CapOeitaza—Oxcn,
B jgomnonHeHne K BeimemsnoxeaHomy [IOCTABIIUK
00513aH KaXIblii KaJICHAAPHBIM TOJ TpHUBIEKaTh 32
COOCTBEHHBIH CYET M3BECTHYIO B CTpaHE ayAUTOPCKYIO
¢upmy, coorBercTBytoLIyI0 TpeboBanmsIM CAHODU, mis
MPOBEJICHNS ay/ANTa, KOTOPBIA JOJDKEH OXBATBHIBATH Kak
MuHUMYM nosutuku U nponenypsl IIOCTABHIMKA B

obmactu obecnieyeHust KauvecTBa, a TaKXKe
COOTBETCTBYIOIIME cpeAcTBa KoHTpois. [lo 3ampocy
CAHO®U TIIOCTABHIMK momkeH mNpeaoCcTaBUTh

CAHO®U konuio Takoro oTdeTa, Hampumep ¢opmar
SSAE-16 SOC 2 Type II.

8.4 Hamzop co croponnt I[NOCTABHIUKA nan

cyonoapsiTunKaMu

[NOCTABIIUK o06s3yercs o0ecnednTh MOCTOSHHBIH
KOHTPOJIb 3a 3aJladaMU, BBIMTOJIHEHHE KOTOPHIX OBLIO
MOPYYEHO €ro YIOJIHOMOYCHHBIM CYyOIIOAPSAUYNKaM.

8.2.2 Defects Liability Plan

If the audit reveals any irregularities or deficiencies under
this Contract or if recommendations or objections are
made after the audit of SANOFI, the SUPPLIER shall
promptly (i) implement, at its own expense, a plan to
remedy those irregularities and/or deficiencies;
(i) implement the recommendations and respond to
SANOFT’s objections.

8.3 QA/QC audit

As part of the pre-selection process and on a regular basis,
but not more than once a year, SANOFI can exercise the
right to audit (on-site or by mail using a questionnaire).

In addition, if material problems are identified in relation
to the Services provided by the SUPPLIER,
the SUPPLIER authorizes SANOFI to carry out the
necessary root cause verification to find a solution to these
problems.

Upon submission of the audit report to SANOFI, the
SUPPLIER shall submit a remedial and/or corrective and
preventive action plan for critical results within
fifteen (15) business days from receipt of any formal
request (audit report, control documentation, etc.). For
audit reports that do not contain critical results, the
SUPPLIER shall provide a response within twenty (20)
business days.

For systems governed by the Sarbanes-Oxley Act, in
addition to the foregoing, the SUPPLIER shall engage, at
its own expense, a SANOFI-compliant audit firm known
in the country, each calendar year to conduct an audit that
shall cover, as a minimum, the SUPPLIER's quality
assurance policies and procedures and the appropriate
controls. Upon request by SANOFI, the SUPPLIER shall
provide SANOFI with a copy of such report, such as
SSAE-16 SOC 2 Type Il format.

8.4 The SUPPLIER Supervision of Subcontractors

The SUPPLIER undertakes to ensure constant monitoring
of the tasks entrusted to its authorized subcontractors.
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9. ABapuiiHOe BOCCTAHOBJIEHHE H o0ecredeHme
HENPEPbIBHOCTH AEATEILHOCTH

[NOCTABIIUK pmomkeH CBOEBpEeMEHHO YBEIOMIATH
CAHO®HU o tom, uro CepBuChl OyAyT HEAOCTYIHBI IS
MIPOBEICHUS IUIAHOBOTO 00CITy>KUBaHUS WIH
MOJEpHU3ALIHN.

I[NTOCTABILUK HeceT 0TBETCTBEHHOCTb 32 pa3padOTKy U
TECTUPOBAaHHE CTpPAaTETMM Ha Cily4dail HeNpenBHICHHBIX

obcrosTenbcTB  /  obecredeHWsT  HENMPEPHIBHOCTH
NEATSILHOCTH  /  aBapUUHOTO BOCCTAHOBJICHUS,
MO3BOJISAIONICH O0SCIeUUTh TPEJOCTaBICHUE Y CIIYT
CAHO®H, ecm IIOCTABIIMK  okaxercs B

Ype3BBIYAHBIX 00CTOSATEIHCTBAX HITH ITOCTPATACT OT HUX.
I[TOCTABIMK nomxken nmpenoctaBut CAHO®MU 1o ero
3aMpocy COOTBETCTBYIOIIMH OTYET O TPOBEACHHOM
TECTUPOBAHUMU.

[TIOCTABIIMK gomxkeH COXpaHUTb BO3MOXHOCTB
MPOJIOJDKATh  NPEAOCTaBIATh  YCIyrM B ciydae
Ype3BBIYAMHBIX ~ OOCTOATENBCTB W 33/ICHCTBOBATH
IbTEpPHATUBHBIE MEXaHU3MBbl O0ECHEeueHHsT JIOCTyIIa
CAHO®MU k Ycnyram.

B cmywyae BHEIIAaHOBOW  HENOCTYNHOCTH  YCIyr
[NOCTABUIUK momxen npoundopmupoate CAHODU
U COBMCCTHBIMHU C HUM YCHUIIUAMU OLCHUTH BO3ZICI71CTBI/IC
HEIOCTYNHBIX YCIyr (BKIIOYas NPUYMHBI, BIUSHHUE Ha
VYenyru U npeanonaracMyro MpoJOJDKHTENBHOCTh 3TOrO
COOBITHA).

10. O0513aHHOCTH M 00513aTEJILCTBA B 00J1aCTH
KayecTBa (MPMMEHUMBI K
KOMIBLIOTEPpU3NPOBaHHBIM cucTeMaM GxP
M (MJIM) KOMIbIOTEPU3HUPOBAHHLIM CHCTEMAM,
peryanpveMbiM 3akonoM Capoeiinza—Oxcin)

10.1 Pouamu u o0s13aHHOCTH

I[TOCTABIIMK nomxen mnpenoctaButh CAHOOU wu
MOJIICPKUBATH B aKTyaJbHOM COCTOSHHH O()OPMIICHHBIH
B MUChbMEHHOU (popme crrcok i u3 uucna llepconana,
3aJICHCTBOBAHHOTO B UHTepdeiicax CBA3M B ILEIIX
oOecrieyeHus KauecTBa.

10.2 Obs3aTeancTBa

[NOCTABIIUK o06s3an  mpemoctaBiate CAHOODU
Yenyru B coorBercTBuu ¢ (i) TpeboBanusmu GxP, (ii)
npwioxenuem 11 tom 4 EBpomeiickoit Hammexarniei
MIPOM3BOICTBEHHOM MPAKTHUKH B OTHOIIIEHUH
KOMITBIOTEpU3UpOBaHHbIX cucteM GxP, (ii) rmaBoit 21
CBona ¢enepanbueix npasui Yacts 11 Ynpasnenus mno
KOHTPOJNIO  KadecTBa  MHIIEBBIX  MPOAYKTOB U
nekapcTBeHHbIX  cpeactB  CHIA B OTHOUICHUH

9. Disaster recovery and business continuity

The SUPPLIER shall promptly notify SANOFI that the
Services will not be available for scheduled maintenance
or upgrades.

The SUPPLIER shall be responsible for developing and
testing a Contingency / Business Continuity / Disaster
Recovery strategy to enable the provision of SANOFI
Services in the event that the SUPPLIER is in, or suffers
from, an emergency. The SUPPLIER shall provide
SANOFI with an appropriate test report upon request.

The SUPPLIER shall retain the ability to continue to
provide the Services in the event of an emergency and
shall use alternative mechanisms to ensure SANOFI's
access to the Services.

In the event of unplanned unavailability of the Services,
the SUPPLIER shall inform SANOFI and jointly assess
the impact of unavailable Services (including the reasons,
impact on the Services and the estimated duration of this
event).

10. Quality Assurance Responsibilities and
Obligations (Applicable to GxP Computerized
Systems and/or Sarbanes-Oxley Computerized

Systems)

10.1 Roles and Responsibilities

The SUPPLIER shall provide to SANOFI and keep up to
date a written list of persons from among the Personnel
involved in the communication interfaces for the purpose
of quality assurance.

10.2  Liabilities

The SUPPLIER shall provide SANOFI with the Services
in accordance with (i) GxP Requirements, (ii) Appendix
11 of Volume 4 of the European Good Manufacturing
Practice for GxP Computerized Systems, (ii) Chapter 21 of
the US FDA Part 11 Code of Federal Regulations for
Electronic Records and Electronic Signatures.
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3JIEKTPOHHBIX 3aMKUCEH M 3JIEKTPOHHBIX MOAMUCEH.

[NOCTABIIHUK o06s3yeTcst npuHATH BCE Pa3yMHBIE MEPHI
IUIsT  oOecriedeHUs pa3pabOTKH W TOATBEPIKICHUS
npuronHoctd Ycuyr, npenocrapiusieMbix CAHODU, nns
WCTIONF30BAaHMS 110 HAa3HAUYEHUI0 M B COOTBETCTBUH C
Ha/JIeKallei CHCTEeMON YIPaBJICHUS! KAaUeCTBOM.

[TOCTABILMK gomxeH NOpeaoCTaBUTh MO 3ampocy
CAHO®U o00beKkTUBHBIE OOKA3aTEIbCTBA COOJIONECHUS
TpeOOBaHUI HACTOAIIETO IOKYMEHTA.

INOCTABIIHMK o06s3yercst 00ecrieYnTh HATUYHUE Y BCETO
[lepconama,  ywacTBymoomero B  MNpeJOCTaBICHHU
KOMITHIOTEPU3UPOBAHHBIX CHUCTEM W (MJIH) OKa3aHHH
Ycnyr B coorBercTBuu ¢ CornameHueM, KBamupuKaIum,
HCO6XOILI/IMOI71 JJIsA BBIIIOJIHEHHUA CBOHUX JOJDKHOCTHBIX
00513aHHOCTEH.

[TOCTABIIMK nomkeH mpemnocTaBUTh 10Ka3aTEIbCTBA
MOJYYEHHOTO 00pa30BaHUs M MIPOXOKACHUS 0OyUEHUsI 1O
JIFOOBIM COOTBCTCTBYIOIIUM HOPMATHBHBIM ITOJIOKCHUAM,
CTaHAapTaM M IpoueccaMm, npuMeHUMbIM K Ilepconany,
YYacTBYIOLIEMY B OKa3aHUHU Y CIIYT.

[NOCTABIIMK  nmomkeH oOecneunuTh  aJIeKBaTHOE
BEJCHUE XYPHAIOB KOHTPOJS AJSl BCEX NPUMEHUMBIX
amuceit  GxP  (To ectp 3amucedd MO  JIOCTYIy
HOJ'H)?,OBaTeJ'IeI\/'I, OCHOBHBIX JaHHBIX, JHHAMHWYCCKHUX
JaHHBIX W T.Jl.) B COOTBETCTBHM C COIJIAIICHHEM C
CAHOODMU.

MNOCTABIIHUK pmomxen pa3zpaboTarb, KOHTPOIUPOBATH,
a TaKke, MNpPU HEOOXOIUMOCTH, JOpadaTbiBaTh U
aKTyaJIM3UpOBaTh COJAEp)KaHWe KoMIulekcHoro [linana
obOecrieueHuss kadecTBa (B NHCbMEHHOM Buie). Ilmax
oOecrieyeHus] KadecTBa JOJDKEH OIHCHIBATh CIOCO0
peanmmzannu [IIOCTABIHIMKOM , ecnu 3T0 NPUMEHUMO,
KaXKI0W Mepbl 00ecrieueHnsl KauecTBa, IIEPEIrCICHHON B
HacTosmeM JoKyMeHTe. [lmaH oOecredeHUs] KadecTBa
noinkeH ObITh yTBepxkaeH CAHO®U no Havana okazaHus
VYenyr.

10.3 HHUMAEHT, BIUSIONMA HA IEJOCTHOCTL HIIH
cooTBeTcTBUE TPpeOoBanusM Janubix Kinenra
(He OTHOCHTCH K MHIIUJIEHTaM, CBSI3aHHBIM C

0€30IacHOCThIO U NEePCOHAIBbHBIMUA llaHHI)IMI/I)

MMOCTABIIHK 006s13yeTcst BBISBIATh U PETHUCTPUPOBATH
mo06oii MHIMACHT, BAUSIOMUN Ha IeIOCTHOCTh JaHHBIX
KnuenTa uny BIUSIIOIIUI HA COOTBETCTBUE TPEOOBAHUSM,
(DYHKIIMOHATBHOCTH WJIN JOCTYITHOCTH TPEOCTaBISIEMbIX
Yemyr. IIOCTABIIMK momkeH NpUMEHATH MpoIiecc
pabotsl ¢ MaIMMIeHTamm.

INOCTABIIHUK o00s3an obecnieunts 3PHEKTHBHYIO H
OTICpaTHBHYI0 00pabOTKy WHIWIEHTa, BIUSIOMETO Ha
nenoctHocTh Jlanubix KineHTa WM BIAUSIONIETO Ha

The SUPPLIER undertakes to take all reasonable
measures to ensure the development and confirmation of
the suitability of the Services provided by SANOFI for its
intended use and in accordance with a proper quality
management system.

The SUPPLIER must provide, at SANOFI's request,
objective evidence of compliance with the requirements of
this document.

The SUPPLIER undertakes to ensure that all Personnel
involved in the provision of computerized systems and/or
the provision of Services in accordance with the Contract
have the qualifications necessary for the performance of
their official duties.

The SUPPLIER shall provide evidence of education and
training of Personnel involved in the provision of the
Services in any relevant regulations, standards, and
processes applicable.

The SUPPLIER shall ensure that audit trails are
adequately maintained for all applicable GxP records (i.e.,
user access records, master data, dynamic data, etc.) as per
SANOFI agreement.

The SUPPLIER shall develop, control, and, if necessary,
finalize and update the content of the comprehensive
Quality Assurance Plan (in writing). The quality assurance
plan shall describe how the SUPPLIER will implement, if
applicable, each quality assurance measure listed in this
document. The Quality Assurance Plan must be approved
by SANOFI prior to the commencement of the Services.

10.3  Incident affecting the integrity or compliance
with the requirements of the Client Data
(not applicable to security and personal data

incidents)

The SUPPLIER shall identify and record any Incident that
affects the integrity of the Client Data or affects the
compliance, functionality or availability of the Services
provided. The SUPPLIER shall apply the Incident
Management Process.

The SUPPLIER shall ensure that an Incident affecting the
integrity of Client Data or affecting the compliance,
functionality or availability of the Services is handled
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COOTBETCTBHE TpeOOBaHUAM, (QYHKIMOHAIBHOCTh WIN
JOCTYIHOCTb YCIYT, U B Pa3yMHbIE CPOKH COOOLIUTH
CAHO®U 06 oOHapyxeHnu KpuTHyeckoro MHmuaeHTa.

[NOCTABIIHUK nomxeH peanu3oBaTh IUIaH YCTPaHEHHS
HapymeHnd W (W) TIUIaH  KOPPEKTHPYIOIUX |
OpeAyNpeKIaMUX  JEUCTBUH 11 YCTPAaHEHHUSA
WHnmaenTa v npeoTBpalieHus aHATOTHYHOTO COOBITHS B
OymyrmieMm.

10.4 TIpoBepKu M 3aNIPOCHI PETYJISITOPHBIX OPraHOB,

a Tak:ke BHyTpennuii ayniutr CAHO®U

Ecmu xakas-mu6o CTopoHAa TOJMYYUT YBEIOMIICHHUE O
KaKoW-mmOO TIPOBEpKE WM 3alMpoce CO CTOPOHBI
PETYIISITOPHOTO OpraHa WIIM TPOBENECHWU BHYTPEHHETO
ayauTa CAHO®U o BOIIpOCaM, HMEIOIUM
HETMOCPEICTBEHHOE OTHOIIIEHHUE K Ycemyram,
mpenocraBmsieMbiM [IOCTABILIMKOM, takas CropoHa
JIOJDKHA HE3aMEIJIUTENbHO MPOUH(DOPMUPOBATH APYTYIO
CropoHy 0 Jr000H Takoi IPOBEPKE, ayIUTE MK 3arpoce
PETyISITOPHOrO OpraHa.

B srom cnyyae TIOCTABHIMK nomkeH pa3pemuTsb
ynoiaHoMoueHHOMY Juily CAHO®U npucyTcTBOBaTH MO
TpedoBanuto [IOCTABIINKA.

I[NOCTABIIHMK cornamaercst ¢ TeM, 4TO BO BpeMs JIt000i
TakoM TIPOBEPKU PETYISATOPHOTO OpraHa OH JOJDKEH
CaHKIIMOHHPOBATh JIOOYIO MPOBEPKY CBOWX IPOLECCOB,
JIOKyMEHTOB M TIOMEIIEHUN PETYISTOPHBIMH OpTraHAMH
WU OT WX WUMEHH W JIOJDKEH MPEAOCTaBUTH TOCTYI K
pecypcaM, KOTOpPBIE IIO3BOIISAT TIOJYYHTH OTBETHI Ha
3aMpochl  JIOOBIX  HWHCIEKTOPOB.  XpaHsImuecs Y
[NOCTABIIMKA noxkyMeHTBI JOJDKHBI OBITH TOTOBBI K
MIpOBEpKE.

I[IOCTABIIUK cornamaercs ¢ TeM, 4TO BO BpeMs
BHyTpeHHero ayauta CAHO®OU ITOCTABIIUK nomxen
MPEeIOCTaBUTh JOCTYN K pecypcaM, KOTOPHIE MO3BOJIST
MOJYYUTh OTBETHl Ha 3alpOChl BHYTPEHHHUX ayIUTOPOB
CAHOODMU.

[TOCTABIMK ne momken B3umath ¢ CAHO®DU mnaty
32 BpeMsdA, 3aTpauy€HHOE Ha COAEHWCTBHE HHCIEKTOpaM
(nnm) ayauTopam BO BpeMsl TAKHUX IMPOBEPOK.

efficiently and expeditiously and shall notify SANOFI
within a reasonable time of the discovery of a critical
Incident.

The SUPPLIER shall implement a corrective action plan
and/or a corrective and preventive action plan to correct
the Incident and prevent a similar event in the future.

10.4  Regulatory audits and inquiries and SANOFI's

internal audit

Should either Party be notified of any inspection or request
by a regulatory authority or the conduct of an internal audit
by SANOFI on matters directly related to the Services
provided by the SUPPLIER, such Party shall promptly
inform the other Party of any such inspection, audit or
request by the regulatory authority.

In this case, the SUPPLIER shall allow the authorized
person of SANOFI to be present at the request of the
SUPPLIER.

The SUPPLIER agrees that at the time of any such
inspection of a regulatory authority, it shall authorize any
inspection of its processes, documents, and premises by or
on behalf of regulatory authorities and shall provide access
to resources that will permit responses to requests of any
inspectors. The documents kept by the SUPPLIER shall be
ready for inspection.

The SUPPLIER agrees that during the internal audit of
SANOFI, the SUPPLIER shall provide access to resources
that will allow responses to requests of SANOFI's internal
auditors.

The SUPPLIER shall not charge SANOFI for the time
spent assisting inspectors (or auditors) during such
inspections.
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